BAsICS OF A DATA CENTRE
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A data centre is a centralized facility that hosts computing, networking, and
storage resources to handle, process, and distribute vast amounts of data. It
serves as the core of IT operations for businesses, governments, and
organizations —supporting websites, applications, cloud services, Al tasks, and
enterprise systems.

Key features —

Centralized IT infrastructure includes servers, storage solutions, and networking
equipment.

High availability — Engineered to run continuously with minimal outages
Redundancy — backup systems for power, cooling, and connectivity to ensure
reliability.

Scalability — The ability to grow as demand increases



e Security encompasses both physical measures, such as guards, surveillance, and
biometrics, as well as digital protections, including firewalls and intrusion
detection systems.

3. Core components of a Data Centre

a) IT Infrastructure encompasses servers, including physical machines that
process application data. It also involves storage solutions like Storage Area
Networks (SAN), NAS, SSDs, and HDD arrays. Networking equipment, such
as routers, switches, firewalls, and load balancers, is also included.

b) Support Infrastructure —
e Power Supply -

Primary Power from the grid

Backup systems (UPS — Uninterruptible Power Supply, Diesel Generators)

e Cooling Systems —

HVAC (Heating, Ventilation, and Air Conditioning)
CRAC (Computer Room Air Conditioning) Units

Cooling techniques that utilize liquid or air.

e Physical Security -

CCTV, biometric access systems, and security guards

Restricted access zones

C) Software and Management Systems

e DCIM (Data Centre Infrastructure Management) — Tracks energy use, cooling, and
operational activities.
Virtualisation and Cloud Management — Facilitates adaptable resource allocation.
Security software includes firewalls, IDS/IPS systems, and encryption tools.



4) Types of Data Centres —

Enterprise Data Centres are owned by companies for their internal operations.
Colocation Centres are facilities operated by third parties where multiple
organizations rent space.

e Providers like AWS, Google Cloud, and Microsoft Azure manage Cloud Data
Centres.

e Edge Data Centres are smaller facilities located nearer to users, enabling low-
latency processing.

5) Operational Concepts —
e Redundancy Levels (Uptime Institute Tiers) —
Tier I offers basic, single-path power and cooling, with an uptime of approximately
99.97%.
Tier II offers backup capacity with approximately 99.75% uptime.
Tier III - Maintains roughly 99.8% availability when active concurrently.
Tier IV — Fault-tolerant with multiple redundancies, providing around 99.995% uptime.

Virtualisation and Cloud Integration

e Virtual Machines (VMs) and Containers improve server efficiency.
e Hybrid models combine on-premise infrastructure with cloud solutions.

Energy Efficiency

e Measured using PUE (Power Usage Effectiveness)
e Sustainable practices: renewable energy, liquid cooling, modular designs

6. Importance of Data Centres —

e Power cloud services (Google, AWS, Azure)
e Perform financial activities like banking and trading stocks.



e [tis compatible with e-commerce and social media platforms.
e It enables Al, machine learning, and big data analytics.
e Enable government and critical infrastructure systems.

7. future trends —

Green Data Centres — Using renewable energy and efficient cooling systems.
Al-powered automation encompasses predictive maintenance and intelligent
workload management.

Edge Computing involves small data centers located close to data sources.
Long-term infrastructure prepared for quantum technology.

The security upgrades incorporate zero-trust methods and Al-powered threat
detection.

8. In brief —

A data centre is the cornerstone of the digital economy, housing IT hardware, power
supplies, cooling systems, and security to ensure the smooth operation of applications
and services. Its primary design priorities include reliability, scalability, and security.
Lately, there is also a growing focus on sustainability, edge computing, and Al-driven

management.
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