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BRIEFING- DIGITAL PERSONAL DATA PROTECTION (DPDP) LAW OF INDIA

Introduction

The Government of India notified the Digital Personal Data Protection (DPDP) Rules, 2025 on 14
November 2025. This marks the full operationalisation of the Digital Personal Data Protection Act,
2023 (DPDP Act). Together, the Act and the Rules form a clear and citizen-centred framework for the
responsible use of digital personal data. They place equal weight on individual rights and lawful data
processing.

The Ministry of Electronics and Information Technology invited public comments on the draft Rules
before finalising them. Consultations were held in Delhi, Mumbai, Guwahati, Kolkata, Hyderabad,
Bengaluru and Chennai. A wide range of participants took part in these discussions. Startups, MSMEs,
industry bodies, civil society groups and government departments all offered detailed suggestions.
Citizens also shared their views. In total, 6,915 inputs were received during the consultation process.
These contributions played a key role in shaping the final Rules.

With the notification of the Rules, India now has a practical and innovation-friendly system for data
protection. It supports ease of understanding, encourages compliance and strengthens trust in the
country’s growing digital ecosystem.

Understanding the Digital Personal Data Protection Act, 2023

Parliament enacted the Digital Personal Data Protection Act on 11 August 2023. The law creates a full
framework for the protection of digital personal data in India. It explains what organisations must do
when they collect or use such data. The Act follows the SARAL approach. This means it is Simple,
Accessible, Rational and Actionable. The text uses plain language and clear illustrations so that people
and businesses can understand the rules without difficulty.

Key Terms Under the DPDP Act, 2023

- Data Fiduciary: An entity that decides why and how personal data is processed, either
alone or with others.

- Data Principal: The individual to whom the personal data relates. In the case of a
child, this includes a parent or lawful guardian. For a person with a disability who
cannot act independently, this includes the lawful guardian acting on their behalf.

- Data Processor: Any entity that processes personal data on behalf of a Data Fiduciary.

- Consent Manager: An entity that provides a single, transparent and interoperable
platform through which a Data Principal may give, manage, review or withdraw
consent.

- Appellate Tribunal: The Telecom Disputes Settlement and Appellate Tribunal
(TDSAT), which hears appeals against decisions of the Data Protection Board.

The law rests on seven core principles. These include consent and transparency, purpose limitation, data
minimisation, accuracy, storage limitation, security safeguards and accountability. These principles guide
every stage of data processing. They also ensure that personal data is used only for lawful and specific
purposes.

A central feature of the Act is the creation of the Data Protection Board of India. The Board functions
as an independent body that oversees compliance, inquires into breaches and ensures that corrective
measures are taken. It plays a key role in enforcing the rights granted under the Act and maintaining
trust in the system.
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Penalties Under the DPDP Act, 2023

The DPDP Act imposes substantial financial penalties for non-compliance by Data Fiduciaries. The
highest penalty up to 250 crore applies to failure of a Data Fiduciary to maintain reasonable security
safeguards. Not notifying the Board or affected individuals of a personal data breach as well as
violations of obligations relating to children can each attract penalties of up to X200 crore. Any other
violation of the Act or Rules by a Data Fiduciary may attract penalties up to X50 crore.

The Act places clear responsibilities on Data Fiduciaries to keep personal data safe and to stay
accountable for its use. It also gives Data Principals the right to know how their data is handled and the
right to seek correction or removal when needed.

Together, the Act and the Rules create a strong and balanced system. They strengthen privacy, build
public trust and support responsible innovation. They also help India’s digital economy grow in a secure
and globally competitive way.

Overview of the Digital Personal Data Protection Rules, 2025

The Digital Personal Data Protection Rules, 2025 give full effect to the DPDP Act, 2023. They build a
clear and practical system to protect personal data in a fast-expanding digital environment. The Rules
focus on the rights of citizens and on responsible data use by organisations. The Rules aim to curb
unauthorized commercial use of data, reduce digital harms and create a safe space for innovation. They
will also help India maintain a strong and trusted digital economy.

In carrying this vision forward, the Rules outline several core provisions that follow:
Phased and Practical Implementation

The Rules introduce an eighteen-month period for phased compliance. This gives organisations enough
time to adjust their systems and adopt responsible data practices. Every Data Fiduciary must issue a
separate consent notice that is clear and easy to understand. The notice must explain the specific purpose
for which personal data is collected and used. Consent Managers, who help people manage their
permissions, must be companies based in India.

Clear Protocols for Personal Data Breach Notification

The Rules set out a simple and timely process for reporting personal data breaches. When a breach takes
place, the Data Fiduciary must inform all affected individuals without delay. The message must be in
plain language and must explain what happened, the possible impact and the steps taken to address the
issue. It must also include contact details for help.

Transparency and Accountability Measures

The Rules require every Data Fiduciary to display clear contact information for queries related to
personal data. This may be the contact of a designated officer or a Data Protection Officer. Significant
Data Fiduciaries face stronger duties. They must conduct independent audits and carry out impact
assessments. They must also follow stricter checks while using new or sensitive technologies. In some
cases, they must follow government directions on restricted categories of data, including local storage
where needed.
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Strengthening Rights of Data Principals

The Rules reinforce the rights already provided under the Act. Individuals can ask to access their
personal data or seek corrections and updates. They may also request the removal of data in certain
situations. They can choose someone else to exercise these rights on their behalf. Data Fiduciaries must
respond to such requests within ninety days.

Digital-First Data Protection Board

The Rules establish a fully digital Data Protection Board of India, which will consist of four members.
Citizens will be able to file complaints online and track their cases through a dedicated portal and mobile
application. This digital system supports quicker decisions and simplifies grievance redressal. Appeals
against the Board’s decisions will be heard by the Appellate Tribunal, TDSAT.

How the DPDP Rules Empower Individuals

The DPDP framework places the individual at the centre of India’s data protection system. It aims to
give every citizen clear control over personal data and confidence that it is being handled with care. The
rules are written in plain language so that people can understand their rights without difficulty. They
also ensure that organisations act responsibly and remain accountable for how they use personal data.
Rights and protections for citizens include:

Right to Give or Refuse Consent

Every person has the choice to allow or deny the use of their personal data. Consent must be clear,
informed and easy to understand. Individuals may withdraw their consent at any time.

Right to Know How Data is Used

Citizens can seek information on what personal data has been collected, why it has been collected and
how it is being used. Organisations must provide this information in a simple form.

Right to Access Personal Data

Individuals can ask for a copy of their personal data that is held by a Data Fiduciary.
Right to Correct Personal Data

People may request corrections to personal data that is inaccurate or incomplete.
Right to Update Personal Data

Citizens can ask for changes when their details have altered, such as a new address or updated contact
number.

Right to Erase Personal Data

Individuals may request the removal of personal data in certain situations. The Data Fiduciary must
consider and act on this request within the permitted time.
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Right to Nominate Another Person

Every individual can appoint someone to exercise their data rights on their behalf. This is helpful in
cases of illness or other limitations.

Mandatory Response within Ninety Days

Data Fiduciaries are required to address all requests related to access, correction, updating or erasure
within a maximum of ninety days, ensuring timely action and accountability.

Protection During Personal Data Breaches

If a breach takes place, citizens must be informed at the earliest. The message must explain what
happened and what steps they can take. This helps people act quickly to reduce harm.

Clear Contact for Queries and Complaints

Data Fiduciaries must provide a point of contact for questions relating to personal data. This may be a
designated officer or a Data Protection Officer.

Special Protection for Children

When a child’s personal data is involved, verifiable consent from a parent or guardian is required. This
consent is needed unless the processing relates to essential services such as healthcare, education or
real-time safety.

Special Protection for Persons with Disabilities

If a person with a disability cannot make legal decisions even with support, their lawful guardian must
give consent. This guardian must be verified under the relevant laws.

How DPDP Aligns with the RTI Act

Since the DPDP Act and the DPDP Rules expand citizens’ privacy rights, they also clarify how these
rights work alongside the access to information guaranteed by the Right to Information (RTI) Act.

The changes introduced through the DPDP Act revise Section 8(1)(j) of the RTI Act in a way that
respects both rights without diminishing either. The amendment reflects the Supreme Court’s
affirmation of privacy as a fundamental right in the Puttaswamy judgment. It brings the law in line with
the reasoning already followed by courts, which have long applied reasonable restrictions to safeguard
personal information. By codifying this approach, the amendment prevents uncertainty and avoids any
conflict between the transparency regime of the RT1 Act and the privacy safeguards introduced under
the DPDP framework.

The revision does not prevent the disclosure of personal information. It simply requires that such
information be assessed with care and shared only after considering the privacy interests involved. At
the same time, Section 8(2) of the RTI Act remains fully operative. This provision allows a public
authority to release information when the public interest in disclosure is strong enough to outweigh any
possible harm. This ensures that the essence of the RTI Act, which is to promote openness and
accountability in public life, continues to guide decision making.



¢ mupiTa s
\ LEARNING AND KNOWLEDGE PRIVATE LIMITED

Conclusion

The Digital Personal Data Protection Act and the DPDP Rules mark an important step in building a
trustworthy and future-ready digital environment for the country. They bring clarity to how personal
data must be handled, strengthen the rights of individuals and create firm responsibilities for
organisations. The framework is practical in design and backed by wide public consultation, which
makes it both inclusive and responsive to real needs. It supports the growth of India’s digital economy
while ensuring that privacy remains central to its progress. With these measures now in place, India
moves towards a safer, more transparent and innovation-friendly data ecosystem that serves citizens
and strengthens public confidence in digital governance.

-XXXX-
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MINISTRY OF LAW AND JUSTICE
(Legislative Department)

New Delhi, the 11th August, 2023/Sravana 20, 1945 (Saka)

The following Act of Parliament received the assent of the President on the
11th August, 2023 and is hereby published for general information:—

THE DIGITAL PERSONAL DATAPROTECTION ACT, 2023

(No. 22 or 2023)
[11th August, 2023]

An Act to provide for the processing of digital personal data in a manner that
recognises both the right of individuals to protect their personal data and the
need to process such personal data for lawful purposes and for matters
connected therewith or incidental thereto.

Be it enacted by Parliament in the Seventy-fourth Year of the Republic of India as
follows:—

CHAPTERI

PRELIMINARY Short title and

commencement.

1. (1) This Act may be called the Digital Personal Data Protection Act, 2023.

(2) Itshall come into force on such date as the Central Government may, by notification
in the Official Gazette, appoint and different dates may be appointed for different provisions
of this Act and any reference in any such provision to the commencement of this Act shall
be construed as a reference to the coming into force of that provision.
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2. In this Act, unless the context otherwise requires,—

(a) “Appellate Tribunal” means the Telecom Disputes Settlement and Appellate
Tribunal established under section 14 of the Telecom Regulatory Authority of India
Act, 1997

(b) “automated” means any digital process capable of operating automatically
in response to instructions given or otherwise for the purpose of processing data;

(c) “Board” means the Data Protection Board of India established by the Central
Government under section 18;

(d) “certain legitimate uses” means the uses referred to in section 7;
(e) “Chairperson” means the Chairperson of the Board;

(f) “child” means an individual who has not completed the age of eighteen

years;

(g) “Consent Manager” means a person registered with the Board, who acts as
a single point of contact to enable a Data Principal to give, manage, review and
withdraw her consent through an accessible, transparent and interoperable platform;

(h) “data” means a representation of information, facts, concepts, opinions or
instructions in a manner suitable for communication, interpretation or processing by
human beings or by automated means;

(i) “Data Fiduciary” means any person who alone or in conjunction with other
persons determines the purpose and means of processing of personal data;

(i) “Data Principal” means the individual to whom the personal data relates and
where such individual is—

(i) a child, includes the parents or lawful guardian of such a child;

(ii) a person with disability, includes her lawful guardian, acting on her
behalf;

(k) “Data Processor” means any person who processes personal data on behalf
of a Data Fiduciary;

(I) “Data Protection Officer” means an individual appointed by the Significant
Data Fiduciary under clause (a) of sub-section (2) of section 10;

(m) “digital office” means an office that adopts an online mechanism wherein
the proceedings, from receipt of intimation or complaint or reference or directions or
appeal, as the case may be, to the disposal thereof, are conducted in online or digital
mode;

(n) “digital personal data” means personal data in digital form;
(0) “gain” means—

(i) a gain in property or supply of services, whether temporary or
permanent; or

(i) an opportunity to earn remuneration or greater remuneration or to
gain a financial advantage otherwise than by way of legitimate remuneration;

(p) “loss” means—

(i) a loss in property or interruption in supply of services, whether
temporary or permanent; or

(ii) a loss of opportunity to earn remuneration or greater remuneration or
to gain a financial advantage otherwise than by way of legitimate remuneration;

24 of 1997.
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(9) “Member” means a Member of the Board and includes the Chairperson;

(r) “notification” means a notification published in the Official Gazette and the
expressions “notify” and “notified” shall be construed accordingly;

(s) “person” includes—
(i) an individual;
(i) a Hindu undivided family;
(iii) a company;
(iv)afirm;

(v) an association of persons or a body of individuals, whether
incorporated or not;

(vi) the State; and

(vii) every artificial juristic person, not falling within any of the preceding
sub-clauses;

(t) “personal data” means any data about an individual who is identifiable by or
in relation to such data;

(u) “personal data breach” means any unauthorised processing of personal data
or accidental disclosure, acquisition, sharing, use, alteration, destruction or loss of
access to personal data, that compromises the confidentiality, integrity or availability of
personal data;

(v) “prescribed” means prescribed by rules made under this Act;

(w) “proceeding” means any action taken by the Board under the provisions of
this Act;

(X) “processing” in relation to personal data, means a wholly or partly automated
operation or set of operations performed on digital personal data, and includes
operations such as collection, recording, organisation, structuring, storage, adaptation,
retrieval, use, alignment or combination, indexing, sharing, disclosure by transmission,
dissemination or otherwise making available, restriction, erasure or destruction;

(y) “she” in relation to an individual includes the reference to such individual
irrespective of gender;

(z) “Significant Data Fiduciary” means any Data Fiduciary or class of Data
Fiduciaries as may be notified by the Central Government under section 10;

(za) “specified purpose” means the purpose mentioned in the notice given by
the Data Fiduciary to the Data Principal in accordance with the provisions of this Act
and the rules made thereunder; and

(zb) “State” means the State as defined under article 12 of the Constitution.
3. Subject to the provisions of this Act, it shall— Application

of Act.
(a) apply to the processing of digital personal data within the territory of India

where the personal data is collected—
(i) in digital form; or
(ii) in non-digital form and digitised subsequently;

(b) also apply to processing of digital personal data outside the territory of
India, if such processing is in connection with any activity related to offering of
goods or services to Data Principals within the territory of India;
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(c) not apply to—
(i) personal data processed by an individual for any personal or domestic
purpose; and
(ii) personal data that is made or caused to be made publicly available
by—
(A) the Data Principal to whom such personal data relates; or

(B) any other person who is under an obligation under any law for
the time being in force in India to make such personal data publicly
available.

Ilustration.

X, an individual, while blogging her views, has publicly made available her personal
data on social media. In such case, the provisions of this Act shall not apply.

CHAPTER I
OBLIGATIONS OF DATA

Grounds for FIDUCIARY

processing .. .
personal data. 4. (1) A person may process the personal data of a Data Principal only in accordance

with the provisions of this Act and for a lawful purpose,—
(a) for which the Data Principal has given her consent; or
(b) for certain legitimate uses.

(2) For the purposes of this section, the expression “lawful purpose” means any
Notice. purpose which is not expressly forbidden by law.

5. (1) Every request made to a Data Principal under section 6 for consent shall be
accompanied or preceded by a notice given by the Data Fiduciary to the Data Principal,
informing her,—

(i) the personal data and the purpose for which the same is proposed to be
processed,;

(ii) the manner in which she may exercise her rights under sub-section (4) of
section 6 and section 13; and

(iii) the manner in which the Data Principal may make a complaint to the Board,
in such manner and as may be prescribed.
Illustration.

X, an individual, opens a bank account using the mobile app or website of Y, a bank.
To complete the Know-Y our-Customer requirements under law for opening of bank account,
X opts for processing of her personal data by Y in a live, video-based customer identification
process. Y shall accompany or precede the request for the personal data with notice to X,
describing the personal data and the purpose of its processing.

(2) Where a Data Principal has given her consent for the processing of her personal
data before the date of commencement of this Act,—

(a) the Data Fiduciary shall, as soon as it is reasonably practicable, give to the
Data Principal a notice informing her,—

(i) the personal data and the purpose for which the same has been
processed,;

(ii) the manner in which she may exercise her rights under sub-section (4)
of section 6 and section 13; and

(iii) the manner in which the Data Principal may make a complaint to the
Board,

in such manner and as may be prescribed.
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(b) the Data Fiduciary may continue to process the personal data until and
unless the Data Principal withdraws her consent.

Ilustration.

X, an individual, gave her consent to the processing of her personal data for an online
shopping app or website operated by Y, an e-commerce service provider, before the
commencement of this Act. Upon commencement of the Act, Y shall, as soon as practicable,
give through email, in-app notification or other effective method information to X, describing
the personal data and the purpose of its processing.

(3) The Data Fiduciary shall give the Data Principal the option to access the contents
of the notice referred to in sub-sections (1) and (2) in English or any language specified in
the Eighth Schedule to the Constitution.

6. (1) The consent given by the Data Principal shall be free, specific, informed,
unconditional and unambiguous with a clear affirmative action, and shall signify an
agreement to the processing of her personal data for the specified purpose and be limited to
such personal data as is necessary for such specified purpose.

Ilustration.

X, anindividual, downloads Y, a telemedicine app. Y requests the consent of X for (i)
the processing of her personal data for making available telemedicine services, and (ii)
accessing her mobile phone contact list, and X signifies her consent to both. Since phone
contact list is not necessary for making available telemedicine services, her consent shall be
limited to the processing of her personal data for making available telemedicine services.

(2) Any part of consent referred in sub-section (1) which constitutes an infringement
of the provisions of this Act or the rules made thereunder or any other law for the time being
in force shall be invalid to the extent of such infringement.

Ilustration.

X, an individual, buys an insurance policy using the mobile app or website of Y, an
insurer. She gives to Y her consent for (i) the processing of her personal data by Y for the
purpose of issuing the policy, and (ii) waiving her right to file a complaint to the Data
Protection Board of India. Part (ii) of the consent, relating to waiver of her right to file a
complaint, shall be invalid.

(3) Every request for consent under the provisions of this Act or the rules made
thereunder shall be presented to the Data Principal in a clear and plain language, giving her
the option to access such request in English or any language specified in the Eighth
Schedule to the Constitution and providing the contact details of a Data Protection Officer,
where applicable, or of any other person authorised by the Data Fiduciary to respond to
any communication from the Data Principal for the purpose of exercise of her rights under
the provisions of this Act.

(4) Where consent given by the Data Principal is the basis of processing of personal
data, such Data Principal shall have the right to withdraw her consent at any time, with the
ease of doing so being comparable to the ease with which such consent was given.

(5) The consequences of the withdrawal referred to in sub-section (4) shall be borne
by the Data Principal, and such withdrawal shall not affect the legality of processing of the
personal data based on consent before its withdrawal.

Ilustration.

X, an individual, is the user of an online shopping app or website operated by Y, an
e-commerce service provider. X consents to the processing of her personal data by Y for the
purpose of fulfilling her supply order and places an order for supply of a good while making
payment for the same. If X withdraws her consent, Y may stop enabling X to use the app or
website for placing orders, but may not stop the processing for supply of the goods already
ordered and paid for by X.

(6) If a Data Principal withdraws her consent to the processing of personal data under
sub-section (5), the Data Fiduciary shall, within a reasonable time, cease and cause its Data
Processors to cease processing the personal data of such Data Principal unless such
processing without her consent is required or authorised under the provisions of this Act or
the rules made thereunder or any other law for the time being in force in India.

Consent.

10
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Certain
legitimate uses.

Ilustration.

X, a telecom service provider, enters into a contract with Y, a Data Processor, for
emailing telephone bills to the customers of X. Z, a customer of X, who had earlier given her
consent to X for the processing of her personal data for emailing of bills, downloads the
mobile app of X and opts to receive bills only on the app. X shall itself cease, and shall
cause Y to cease, the processing of the personal data of Z for emailing bills.

(7) The Data Principal may give, manage, review or withdraw her consent to the Data
Fiduciary through a Consent Manager.

(8) The Consent Manager shall be accountable to the Data Principal and shall act on
her behalf in such manner and subject to such obligations as may be prescribed.

(9) Every Consent Manager shall be registered with the Board in such manner and
subject to such technical, operational, financial and other conditions as may be prescribed.

(10) Where a consent given by the Data Principal is the basis of processing of
personal data and a question arises in this regard in a proceeding, the Data Fiduciary shall
be obliged to prove that a notice was given by her to the Data Principal and consent was
given by such Data Principal to the Data Fiduciary in accordance with the provisions of this
Act and the rules made thereunder.

7. A Data Fiduciary may process personal data of a Data Principal for any of following
uses, namely:—

(a) for the specified purpose for which the Data Principal has voluntarily
provided her personal data to the Data Fiduciary, and in respect of which she has not
indicated to the Data Fiduciary that she does not consent to the use of her personal
data.

Illustrations.

() X, an individual, makes a purchase at Y, a pharmacy. She voluntarily provides Y her
personal data and requests Y to acknowledge receipt of the payment made for the purchase
by sending a message to her mobile phone. Y may process the personal data of X for the
purpose of sending the receipt.

(1) X, an individual, electronically messages Y, a real estate broker, requesting Y to
help identify a suitable rented accommodation for her and shares her personal data for this
purpose. Y may process her personal data to identify and intimate to her the details of
accommodation available on rent. Subsequently, X informs Y that X no longer needs help
from Y. Y shall cease to process the personal data of X;

(b) for the State and any of its instrumentalities to provide or issue to the Data
Principal such subsidy, benefit, service, certificate, licence or permit as may be
prescribed, where—

(i) she has previously consented to the processing of her personal data
by the State or any of its instrumentalities for any subsidy, benefit, service,
certificate, licence or permit; or

(ii) such personal data is available in digital form in, or in non-digital form
and digitised subsequently from, any database, register, book or other document
which is maintained by the State or any of its instrumentalities and is notified
by the Central Government,

subject to standards followed for processing being in accordance with the policy
issued by the Central Government or any law for the time being in force for governance
of personal data.

Ilustration.

X. a pregnant woman, enrols herself on an app or website to avail of government’s
maternity benefits programme, while consenting to provide her personal data for the purpose
of availing of such benefits. Government may process the personal data of X processing to
determine her eligibility to receive any other prescribed benefit from the government;

11
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53 of 2005.

(c) for the performance by the State or any of its instrumentalities of any function
under any law for the time being in force in India or in the interest of sovereignty and
integrity of India or security of the State;

(d) for fulfilling any obligation under any law for the time being in force in India
on any person to disclose any information to the State or any of its instrumentalities,
subject to such processing being in accordance with the provisions regarding
disclosure of such information in any other law for the time being in force;

(e) for compliance with any judgment or decree or order issued under any law
for the time being in force in India, or any judgment or order relating to claims of a
contractual or civil nature under any law for the time being in force outside India;

(F) for responding to a medical emergency involving a threat to the life or
immediate threat to the health of the Data Principal or any other individual;

(g) for taking measures to provide medical treatment or health services to any
individual during an epidemic, outbreak of disease, or any other threat to public
health;

(h) for taking measures to ensure safety of, or provide assistance or services to,
any individual during any disaster, or any breakdown of public order.

Explanation.—For the purposes of this clause, the expression “disaster” shall
have the same meaning as assigned to it in clause (d) of section 2 of the Disaster
Management Act, 2005; or

(i) for the purposes of employment or those related to safeguarding the employer
from loss or liability, such as prevention of corporate espionage, maintenance of
confidentiality of trade secrets, intellectual property, classified information or provision
of any service or benefit sought by a Data Principal who is an employee.

8. (1) A Data Fiduciary shall, irrespective of any agreement to the contrary or failure of
a Data Principal to carry out the duties provided under this Act, be responsible for complying
with the provisions of this Act and the rules made thereunder in respect of any processing
undertaken by it or on its behalf by a Data Processor.

(2) A Data Fiduciary may engage, appoint, use or otherwise involve a Data Processor
to process personal data on its behalf for any activity related to offering of goods or services
to Data Principals only under a valid contract.

(3) Where personal data processed by a Data Fiduciary is likely to be—
(a) used to make a decision that affects the Data Principal; or
(b) disclosed to another Data Fiduciary,

the Data Fiduciary processing such personal data shall ensure its completeness,
accuracy and consistency.

(4) A Data Fiduciary shall implement appropriate technical and organisational measures
to ensure effective observance of the provisions of this Act and the rules made thereunder.

(5) A Data Fiduciary shall protect personal data in its possession or under its control,
including in respect of any processing undertaken by it or on its behalf by a Data Processor,
by taking reasonable security safeguards to prevent personal data breach.

(6) In the event of a personal data breach, the Data Fiduciary shall give the Board and
each affected Data Principal, intimation of such breach in such form and manner as may be
prescribed.

(7) A Data Fiduciary shall, unless retention is necessary for compliance with any law
for the time being in force,—

(a) erase personal data, upon the Data Principal withdrawing her consent or as

12
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Processing of
personal data
of children.

Additional
obligations of
Significant
Data
Fiduciary.

soon as it is reasonable to assume that the specified purpose is no longer being
served, whichever is earlier; and

(b) cause its Data Processor to erase any personal data that was made available
by the Data Fiduciary for processing to such Data Processor.

Illustrations.

() X, an individual, registers herself on an online marketplace operated by Y, an
e-commerce service provider. X gives her consent to Y for the processing of her personal
data for selling her used car. The online marketplace helps conclude the sale. Y shall no
longer retain her personal data.

(1) X, an individual, decides to close her savings account with Y, a bank. Y is required
by law applicable to banks to maintain the record of the identity of its clients for a period of
ten years beyond closing of accounts. Since retention is necessary for compliance with law,
Y shall retain X’s personal data for the said period.

(8) The purpose referred to in clause (a) of sub-section (7) shall be deemed to no
longer be served, if the Data Principal does not—

(a) approach the Data Fiduciary for the performance of the specified purpose;
and

(b) exercise any of her rights in relation to such processing,

for such time period as may be prescribed, and different time periods may be prescribed for
different classes of Data Fiduciaries and for different purposes.

(9) A Data Fiduciary shall publish, in such manner as may be prescribed, the business
contact information of a Data Protection Officer, if applicable, or a person who is able to
answer on behalf of the Data Fiduciary, the questions, if any, raised by the Data Principal
about the processing of her personal data.

(10) A Data Fiduciary shall establish an effective mechanism to redress the grievances
of Data Principals.

(11) For the purposes of this section, it is hereby clarified that a Data Principal shall be
considered as not having approached the Data Fiduciary for the performance of the specified
purpose, in any period during which she has not initiated contact with the Data Fiduciary
for such performance, in person or by way of communication in electronic or physical form.

9. (1) The Data Fiduciary shall, before processing any personal data of a child or a
person with disability who has a lawful guardian obtain verifiable consent of the parent of
such child or the lawful guardian, as the case may be, in such manner as may be prescribed.

Explanation.—For the purpose of this sub-section, the expression “consent of the
parent” includes the consent of lawful guardian, wherever applicable.

(2) A Data Fiduciary shall not undertake such processing of personal data that is
likely to cause any detrimental effect on the well-being of a child.

(3) A Data Fiduciary shall not undertake tracking or behavioural monitoring of children
or targeted advertising directed at children.

(4) The provisions of sub-sections (1) and (3) shall not be applicable to processing of
personal data of a child by such classes of Data Fiduciaries or for such purposes, and subject
to such conditions, as may be prescribed.

(5) The Central Government may, if satisfied that a Data Fiduciary has ensured that its
processing of personal data of children is done in a manner that is verifiably safe, notify for
such processing by such Data Fiduciary the age above which that Data Fiduciary shall be
exempt from the applicability of all or any of the obligations under sub-sections (1) and (3)
in respect of processing by that Data Fiduciary as the notification may specify.

10. (1) The Central Government may notify any Data Fiduciary or class of Data
Fiduciaries as Significant Data Fiduciary, on the basis of an assessment of such relevant
factors as it may determine, including—

13
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(a) the volume and sensitivity of personal data processed;
(b) risk to the rights of Data Principal;
(c) potential impact on the sovereignty and integrity of India;
(d) risk to electoral democracy;
(e) security of the State; and
(f)public order.
(2) The Significant Data Fiduciary shall—
(a) appoint a Data Protection Officer who shall—

(i) represent the Significant Data Fiduciary under the provisions of this
Act;

(ii) be based in India;

(iii) be an individual responsible to the Board of Directors or similar
governing body of the Significant Data Fiduciary; and

(iv) be the point of contact for the grievance redressal mechanism under
the provisions of this Act;

(b) appoint an independent data auditor to carry out data audit, who shall
evaluate the compliance of the Significant Data Fiduciary in accordance with the
provisions of this Act; and

(c) undertake the following other measures, namely:—

(i) periodic Data Protection Impact Assessment, which shall be a process
comprising a description of the rights of Data Principals and the purpose of
processing of their personal data, assessment and management of the risk to
the rights of the Data Principals, and such other matters regarding such process
as may be prescribed;

(ii) periodic audit; and

(iii) such other measures, consistent with the provisions of this Act, as
may be prescribed.

CHAPTERIII
RIGHTS AND DUTIES OF DATA PRINCIPAL

11. (1) The Data Principal shall have the right to obtain from the Data Fiduciary to Right to
whom she has previously given consent, including consent as referred to in clause (a) of ?‘leess ’
section 7 (herei_nafter_referred to_as the said Data Fiduciary), for_ processing of personal ;T)glz;n;;rzgnal
data, upon making to it a request in such manner as may be prescribed,— data.

(a) a summary of personal data which is being processed by such Data Fiduciary
and the processing activities undertaken by that Data Fiduciary with respect to such
personal data;

(b) the identities of all other Data Fiduciaries and Data Processors with whom
the personal data has been shared by such Data Fiduciary, along with a description of
the personal data so shared; and

(c) any other information related to the personal data of such Data Principal and
its processing, as may be prescribed.

(2) Nothing contained in clause (b) or clause (c) of sub-section (1) shall apply in
respect of the sharing of any personal data by the said Data Fiduciary with any other Data
Fiduciary authorised by law to obtain such personal data, where such sharing is pursuant
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to a request made in writing by such other Data Fiduciary for the purpose of prevention or
detection or investigation of offences or cyber incidents, or for prosecution or punishment
of offences.

12. (1) A Data Principal shall have the right to correction, completion, updating and
erasure of her personal data for the processing of which she has previously given consent,
including consent as referred to in clause (a) of section 7, in accordance with any requirement
or procedure under any law for the time being in force.

(2) A Data Fiduciary shall, upon receiving a request for correction, completion or
updating from a Data Principal,—

(a) correct the inaccurate or misleading personal data;
(b) complete the incomplete personal data; and
(c) update the personal data.

(3) A Data Principal shall make a request in such manner as may be prescribed to the
Data Fiduciary for erasure of her personal data, and upon receipt of such a request, the Data
Fiduciary shall erase her personal data unless retention of the same is necessary for the
specified purpose or for compliance with any law for the time being in force.

13.(1) A Data Principal shall have the right to have readily available means of grievance
redressal provided by a Data Fiduciary or Consent Manager in respect of any act or omission
of such Data Fiduciary or Consent Manager regarding the performance of its obligations in
relation to the personal data of such Data Principal or the exercise of her rights under the
provisions of this Act and the rules made thereunder.

(2) The Data Fiduciary or Consent Manager shall respond to any grievances referred
to in sub-section (1) within such period as may be prescribed from the date of its receipt for
all or any class of Data Fiduciaries.

(3) The Data Principal shall exhaust the opportunity of redressing her grievance
under this section before approaching the Board.

14. (1) A Data Principal shall have the right to nominate, in such manner as may be
prescribed, any other individual, who shall, in the event of death or incapacity of the Data
Principal, exercise the rights of the Data Principal in accordance with the provisions of this
Act and the rules made thereunder.

(2) For the purposes of this section, the expression “incapacity” means inability to
exercise the rights of the Data Principal under the provisions of this Act or the rules made
thereunder due to unsoundness of mind or infirmity of body.

15. A Data Principal shall perform the following duties, namely:—

(a) comply with the provisions of all applicable laws for the time being in force
while exercising rights under the provisions of this Act;

(b) to ensure not to impersonate another person while providing her personal
data for a specified purpose;

(c) to ensure not to suppress any material information while providing her
personal data for any document, unique identifier, proof of identity or proof of address
issued by the State or any of its instrumentalities;

(d) to ensure not to register a false or frivolous grievance or complaint with a
Data Fiduciary or the Board; and

(e) to furnish only such information as is verifiably authentic, while exercising
the right to correction or erasure under the provisions of this Act or the rules made
thereunder.

15
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CHAPTERIV
SPECIAL

PROVISIONS

16. (1) The Central Government may, by notification, restrict the transfer of personal
data by a Data Fiduciary for processing to such country or territory outside India as may be
so notified.

(2) Nothing contained in this section shall restrict the applicability of any law for the
time being in force in India that provides for a higher degree of protection for or restriction
on transfer of personal data by a Data Fiduciary outside India in relation to any personal
data or Data Fiduciary or class thereof.

17. (1) The provisions of Chapter I, except sub-sections (1) and (5) of section 8, and
those of Chapter 111 and section 16 shall not apply where—

(a) the processing of personal data is necessary for enforcing any legal right or
claim;

(b) the processing of personal data by any court or tribunal or any other body
in India which is entrusted by law with the performance of any judicial or quasi-judicial
or regulatory or supervisory function, where such processing is necessary for the
performance of such function;

(c) personal data is processed in the interest of prevention, detection,
investigation or prosecution of any offence or contravention of any law for the time
being in force in India;

(d) personal data of Data Principals not within the territory of India is processed
pursuant to any contract entered into with any person outside the territory of India by
any person based in India;

(e) the processing is necessary for a scheme of compromise or arrangement or
merger or amalgamation of two or more companies or a reconstruction by way of
demerger or otherwise of a company, or transfer of undertaking of one or more company
to another company, or involving division of one or more companies, approved by a
court or tribunal or other authority competent to do so by any law for the time being
in force; and

() the processing is for the purpose of ascertaining the financial information
and assets and liabilities of any person who has defaulted in payment due on account
of a loan or advance taken from a financial institution, subject to such processing
being in accordance with the provisions regarding disclosure of information or data
in any other law for the time being in force.

Explanation.—For the purposes of this clause, the expressions “default” and
“financial institution” shall have the meanings respectively assigned to them in sub-
sections (12) and (14) of section 3 of the Insolvency and Bankruptcy Code, 2016.

Ilustration.

X, an individual, takes a loan from Y, a bank. X defaults in paying her monthly loan
repayment instalment on the date on which it falls due. Y may process the personal data of
X for ascertaining her financial information and assets and liabilities.

(2) The provisions of this Act shall not apply in respect of the processing of personal
data—

(a) by such instrumentality of the State as the Central Government may notify,
in the interests of sovereignty and integrity of India, security of the State, friendly
relations with foreign States, maintenance of public order or preventing incitement to
any cognizable offence relating to any of these, and the processing by the Central
Government of any personal data that such instrumentality may furnish to it; and

16
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(b) necessary for research, archiving or statistical purposes if the personal data
is not to be used to take any decision specific to a Data Principal and such processing
is carried on in accordance with such standards as may be prescribed.

(3) The Central Government may, having regard to the volume and nature of personal
data processed, notify certain Data Fiduciaries or class of Data Fiduciaries, including startups,
as Data Fiduciaries to whom the provisions of section 5, sub-sections (3) and (7) of section
8 and sections 10 and 11 shall not apply.

Explanation.—For the purposes of this sub-section, the term “startup” means a
private limited company or a partnership firm or a limited liability partnership incorporated
in India, which is eligible to be and is recognised as such in accordance with the criteria and
process notified by the department to which matters relating to startups are allocated in the
Central Government.

(4) In respect of processing by the State or any instrumentality of the State, the
provisions of sub-section (7) of section 8 and sub-section (3) of section 12 and, where such
processing is for a purpose that does not include making of a decision that affects the Data
Principal, sub-section (2) of section 12 shall not apply.

(5) The Central Government may, before expiry of five years from the date of
commencement of this Act, by notification, declare that any provision of this Act shall not
apply to such Data Fiduciary or classes of Data Fiduciaries for such period as may be
specified in the notification.

CHAPTERV
DATA PROTECTION BOARD OF INDIA

18. (1) With effect from such date as the Central Government may, by notification,
appoint, there shall be established, for the purposes of this Act, a Board to be called the
Data Protection Board of India.

(2) The Board shall be a body corporate by the name aforesaid, having perpetual
succession and a common seal, with power, subject to the provisions of this Act, to acquire,
hold and dispose of property, both movable and immovable, and to contract and shall, by
the said name, sue or be sued.

(3) The headquarters of the Board shall be at such place as the Central Government
may notify.

19. (1) The Board shall consist of a Chairperson and such number of other Members
as the Central Government may notify.

(2) The Chairperson and other Members shall be appointed by the Central Government
in such manner as may be prescribed.

(3) The Chairperson and other Members shall be a person of ability, integrity and
standing who possesses special knowledge or practical experience in the fields of data
governance, administration or implementation of laws related to social or consumer
protection, dispute resolution, information and communication technology, digital economy,
law, regulation or techno-regulation, or in any other field which in the opinion of the Central
Government may be useful to the Board, and at least one among them shall be an expert in
the field of law.

20. (1) The salary, allowances and other terms and conditions of service of the
Chairperson and other Members shall be such as may be prescribed, and shall not be varied
to their disadvantage after their appointment.

(2) The Chairperson and other Members shall hold office for a term of two years and
shall be eligible for re-appointment.

17
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21. (1) A person shall be disqualified for being appointed and continued as the
Chairperson or a Member, if she—

(a) has been adjudged as an insolvent;

(b) has been convicted of an offence, which in the opinion of the Central
Government, involves moral turpitude;

(c) has become physically or mentally incapable of acting as a Member;

(d) has acquired such financial or other interest, as is likely to affect prejudicially
her functions as a Member; or

(e) has so abused her position as to render her continuance in office prejudicial
to the public interest.

(2) The Chairperson or Member shall not be removed from her office by the Central
Government unless she has been given an opportunity of being heard in the matter.

22. (1) The Chairperson or any other Member may give notice in writing to the Central
Government of resigning from her office, and such resignation shall be effective from the
date on which the Central Government permits her to relinquish office, or upon expiry of a
period of three months from the date of receipt of such notice, or upon a duly appointed
successor entering upon her office, or upon the expiry of the term of her office, whichever
is earliest.

(2) A vacancy caused by the resignation or removal or death of the Chairperson or
any other Member, or otherwise, shall be filled by fresh appointment in accordance with the
provisions of this Act.

(3) The Chairperson and any other Member shall not, for a period of one year from the
date on which they cease to hold such office, except with the previous approval of the
Central Government, accept any employment, and shall also disclose to the Central
Government any subsequent acceptance of employment with any Data Fiduciary against
whom proceedings were initiated by or before such Chairperson or other Member.

23. (1) The Board shall observe such procedure in regard to the holding of and
transaction of business at its meetings, including by digital means, and authenticate its
orders, directions and instruments in such manner as may be prescribed.

(2) No act or proceeding of the Board shall be invalid merely by reason of—
() any vacancy in or any defect in the constitution of the Board;

(b) any defect in the appointment of a person acting as the Chairperson or other
Member of the Board; or

(c) any irregularity in the procedure of the Board, which does not affect the
merits of the case.

(3) When the Chairperson is unable to discharge her functions owing to absence,
illness or any other cause, the senior-most Member shall discharge the functions of the
Chairperson until the date on which the Chairperson resumes her duties.

24. The Board may, with previous approval of the Central Government, appoint such
officers and employees as it may deem necessary for the efficient discharge of its functions
under the provisions of this Act, on such terms and conditions of appointment and service
as may be prescribed.

25. The Chairperson, Members, officers and employees of the Board shall be deemed,
when acting or purporting to act in pursuance of provisions of this Act, to be public servants
within the meaning of section 21 of the Indian Penal Code.
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Powers of 26. The Chairperson shall exercise the following powers, namely:—

Chairperson. (a) general superintendence and giving direction in respect of all administrative

matters of the Board;

(b) authorise any officer of the Board to scrutinise any intimation, complaint,
reference or correspondence addressed to the Board; and

(c) authorise performance of any of the functions of the Board and conduct any
of its proceedings, by an individual Member or groups of Members and to allocate
proceedings among them.

CHAPTERVI
POWERS, FUNCTIONS AND PROCEDURE TO BE FOLLOWED BY BOARD

Powers and 27. (1) The Board shall exercise and perform the following powers and functions,

functions of .
namely:—
Board. y

(a) on receipt of an intimation of personal data breach under sub-section (6) of
section 8, to direct any urgent remedial or mitigation measures in the event of a
personal data breach, and to inquire into such personal data breach and impose
penalty as provided in this Act;

(b) on a complaint made by a Data Principal in respect of a personal data breach
or a breach in observance by a Data Fiduciary of its obligations in relation to her
personal data or the exercise of her rights under the provisions of this Act, or on a
reference made to it by the Central Government or a State Government, or in compliance
of the directions of any court, to inquire into such breach and impose penalty as
provided in this Act;

(c) on a complaint made by a Data Principal in respect of a breach in observance
by a Consent Manager of its obligations in relation to her personal data, to inquire
into such breach and impose penalty as provided in this Act;

(d) on receipt of an intimation of breach of any condition of registration of a
Consent Manager, to inquire into such breach and impose penalty as provided in this
Act; and

(e) on a reference made by the Central Government in respect of the breach in
observance of the provisions of sub-section (2) of section 37 by an intermediary, to
inquire into such breach and impose penalty as provided in this Act.

(2) The Board may, for the effective discharge of its functions under the provisions of
this Act, after giving the person concerned an opportunity of being heard and after recording
reasons in writing, issue such directions as it may consider necessary to such person, who
shall be bound to comply with the same.

(3) The Board may, on a representation made to it by a person affected by a direction
issued under sub-section (1) or sub-section (2), or on a reference made by the Central
Government, modify, suspend, withdraw or cancel such direction and, while doing so,
impose such conditions as it may deem fit, subject to which the modification, suspension,
withdrawal or cancellation shall have effect.

Procedure to 28. (1) The Board shall function as an independent body and shall, as far as practicable,

befollowedby  function as a digital office, with the receipt of complaints and the allocation, hearing and

Board. pronouncement of decisions in respect of the same being digital by design, and adopt such
techno-legal measures as may be prescribed.

(2) The Board may, on receipt of an intimation or complaint or reference or directions
as referred to in sub-section (1) of section 27, take action in accordance with the provisions
of this Act and the rules made thereunder.
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(3) The Board shall determine whether there are sufficient grounds to proceed with an
inquiry.

(4) In case the Board determines that there are insufficient grounds, it may, for reasons
to be recorded in writing, close the proceedings.

(5) In case the Board determines that there are sufficient grounds to proceed with
inquiry, it may, for reasons to be recorded in writing, inquire into the affairs of any person for
ascertaining whether such person is complying with or has complied with the provisions of
this Act.

(6) The Board shall conduct such inquiry following the principles of natural justice
and shall record reasons for its actions during the course of such inquiry.

(7) For the purposes of discharging its functions under this Act, the Board shall have
the same powers as are vested in a civil court under the Code of Civil Procedure, 1908, in
respect of matters relating to—

(a) summoning and enforcing the attendance of any person and examining her
on oath;

(b) receiving evidence of affidavit requiring the discovery and production of
documents;

(c) inspecting any data, book, document, register, books of account or any
other document; and

(d) such other matters as may be prescribed.

(8) The Board or its officers shall not prevent access to any premises or take into
custody any equipment or any item that may adversely affect the day-to-day functioning of
a person.

(9) The Board may require the services of any police officer or any officer of the
Central Government or a State Government to assist it for the purposes of this section and
it shall be the duty of every such officer to comply with such requisition.

(10) During the course of the inquiry, if the Board considers it necessary, it may for
reasons to be recorded in writing, issue interim orders after giving the person concerned an
opportunity of being heard.

(11) On completion of the inquiry and after giving the person concerned an opportunity
of being heard, the Board may for reasons to be recorded in writing, either close the
proceedings or proceed in accordance with section 33.

(12) At any stage after receipt of a complaint, if the Board is of the opinion that the
complaint is false or frivolous, it may issue a warning or impose costs on the complainant.

CHAPTERVII
APPEAL AND ALTERNATE DISPUTE RESOLUTION

29. (1) Any person aggrieved by an order or direction made by the Board under this
Act may prefer an appeal before the Appellate Tribunal.

(2) Every appeal under sub-section (1) shall be filed within a period of sixty days from
the date of receipt of the order or direction appealed against and it shall be in such form and
manner and shall be accompanied by such fee as may be prescribed.

(3) The Appellate Tribunal may entertain an appeal after the expiry of the period
specified in sub-section (2), if it is satisfied that there was sufficient cause for not preferring
the appeal within that period.

(4) On receipt of an appeal under sub-section (1), the Appellate Tribunal may, after
giving the parties to the appeal, an opportunity of being heard, pass such orders thereon as
it thinks fit, confirming, modifying or setting aside the order appealed against.

Appeal to
Appellate
Tribunal.
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(5) The Appellate Tribunal shall send a copy of every order made by it to the Board
and to the parties to the appeal.

(6) The appeal filed before the Appellate Tribunal under sub-section (1) shall be dealt
with by it as expeditiously as possible and endeavour shall be made by it to dispose of the
appeal finally within six months from the date on which the appeal is presented to it.

(7) Where any appeal under sub-section (6) could not be disposed of within the
period of six months, the Appellate Tribunal shall record its reasons in writing for not
disposing of the appeal within that period.

(8) Without prejudice to the provisions of section 14A and section 16 of the Telecom
Regulatory Authority of India Act, 1997, the Appellate Tribunal shall deal with an appeal
under this section in accordance with such procedure as may be prescribed.

(9) Where an appeal is filed against the orders of the Appellate Tribunal under this
Act, the provisions of section 18 of the Telecom Regulatory Authority of India Act, 1997
shall apply.

(20) In respect of appeals filed under the provisions of this Act, the Appellate Tribunal
shall, as far as practicable, function as a digital office, with the receipt of appeal, hearing and
pronouncement of decisions in respect of the same being digital by design.

30. (1) An order passed by the Appellate Tribunal under this Act shall be executable
by it as a decree of civil court, and for this purpose, the Appellate Tribunal shall have all the
powers of a civil court.

(2) Notwithstanding anything contained in sub-section (1), the Appellate Tribunal
may transmit any order made by it to a civil court having local jurisdiction and such civil
court shall execute the order as if it were a decree made by that court.

31. If the Board is of the opinion that any complaint may be resolved by mediation, it
may direct the parties concerned to attempt resolution of the dispute through such mediation
by such mediator as the parties may mutually agree upon, or as provided for under any law
for the time being in force in India.

32. (1) The Board may accept a voluntary undertaking in respect of any matter related
to observance of the provisions of this Act from any person at any stage of a proceeding
under section 28.

(2) The voluntary undertaking referred to in sub-section (1) may include an
undertaking to take such action within such time as may be determined by the Board, or
refrain from taking such action, and or publicising such undertaking.

(3) The Board may, after accepting the voluntary undertaking and with the consent of
the person who gave the voluntary undertaking vary the terms included in the voluntary
undertaking.

(4) The acceptance of the voluntary undertaking by the Board shall constitute a bar
on proceedings under the provisions of this Act as regards the contents of the voluntary
undertaking, except in cases covered by sub-section (5).

(5) Where a person fails to adhere to any term of the voluntary undertaking accepted
by the Board, such breach shall be deemed to be breach of the provisions of this Act and
the Board may, after giving such person an opportunity of being heard, proceed in accordance
with the provisions of section 33.

CHAPTERVIII
PENALTIES AND
ADJUDICATION

33. (1) If the Board determines on conclusion of an inquiry that breach of the provisions
of this Act or the rules made thereunder by a person is significant, it may, after giving the

24 of 1997.

24 of 1997.
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person an opportunity of being heard, impose such monetary penalty specified in the
Schedule.

(2) While determining the amount of monetary penalty to be imposed under
sub-section (1), the Board shall have regard to the following matters, namely:—

(a) the nature, gravity and duration of the breach;
(b) the type and nature of the personal data affected by the breach;
(c) repetitive nature of the breach;

(d) whether the person, as a result of the breach, has realised a gain or avoided
any loss;

(e) whether the person took any action to mitigate the effects and consequences
of the breach, and the timeliness and effectiveness of such action;

(f) whether the monetary penalty to be imposed is proportionate and effective,
having regard to the need to secure observance of and deter breach of the provisions
of this Act; and

(9) the likely impact of the imposition of the monetary penalty on the person.

34. All sums realised by way of penalties imposed by the Board under this Act, shall
be credited to the Consolidated Fund of India.

CHAPTERIX
MISCELLANEOU
S

35. No suit, prosecution or other legal proceedings shall lie against the Central
Government, the Board, its Chairperson and any Member, officer or employee thereof for
anything which is done or intended to be done in good faith under the provisions of this
Act or the rules made thereunder.

36. The Central Government may, for the purposes of this Act, require the Board and
any Data Fiduciary or intermediary to furnish such information as it may call for.

37.(1) The Central Government or any of its officers specially authorised by it in this
behalf may, upon receipt of a reference in writing from the Board that—

(a) intimates the imposition of monetary penalty by the Board on a Data Fiduciary
in two or more instances; and

(b) advises, in the interests of the general public, the blocking for access by the
public to any information generated, transmitted, received, stored or hosted, in any
computer resource that enables such Data Fiduciary to carry on any activity relating
to offering of goods or services to Data Principals within the territory of India,

after giving an opportunity of being heard to that Data Fiduciary, on being satisfied that it
is necessary or expedient so to do, in the interests of the general public, for reasons to be
recorded in writing, by order, direct any agency of the Central Government or any intermediary to
block for access by the public or cause to be blocked for access by the public any such
information.

(2) Every intermediary who receives a direction issued under sub-section (1) shall be
bound to comply with the same.

21 of 2000. (3) For the purposes of this section, the expressions “computer resource”,
“information” and “intermediary” shall have the meanings respectively assigned to them in
the Information Technology Act, 2000.
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38. (1) The provisions of this Act shall be in addition to and not in derogation of any
other law for the time being in force.

(2) In the event of any conflict between a provision of this Act and a provision of any
other law for the time being in force, the provision of this Act shall prevail to the extent of
such conflict.

39. No civil court shall have the jurisdiction to entertain any suit or proceeding in
respect of any matter for which the Board is empowered under the provisions of this Act
and no injunction shall be granted by any court or other authority in respect of any action
taken or to be taken in pursuance of any power under the provisions of this Act.

40. (1) The Central Government may, by notification, and subject to the condition of
previous publication, make rules not inconsistent with the provisions of this Act, to carry
out the purposes of this Act.

(2) In particular and without prejudice to the generality of the foregoing power, such
rules may provide for all or any of the following matters, namely:—

(a) the manner in which the notice given by the Data Fiduciary to a Data Principal
shall inform her, under sub-section (1) of section 5;

(b) the manner in which the notice given by the Data Fiduciary to a Data Principal
shall inform her, under sub-section (2) of section 5;

(c) the manner of accountability and the obligations of Consent Manager under
sub-section (8) of section 6;

(d) the manner of registration of Consent Manager and the conditions relating
thereto, under sub-section (9) of section 6;

(e) the subsidy, benefit, service, certificate, licence or permit for the provision or
issuance of which, personal data may be processed under clause (b) of section 7;

(f) the form and manner of intimation of personal data breach to the Board under
sub-section (6) of section 8;

(9) the time period for the specified purpose to be deemed as no longer being
served, under sub-section (8) of section 8;

(h) the manner of publishing the business contact information of a Data
Protection Officer under sub-section (9) of section 8;

(i) the manner of obtaining verifiable consent under sub-section (1) of section
9;

(j) the classes of Data Fiduciaries, the purposes of processing of personal data
of a child and the conditions relating thereto, under sub-section (4) of section 9;

(k) the other matters comprising the process of Data Protection Impact
Assessment under sub-clause (i) of clause (c) of sub-section (2) of section 10;

() the other measures that the Significant Data Fiduciary shall undertake under
sub-clause (iii) of clause (c) of sub-section (2) of section 10;

(m) the manner in which a Data Principal shall make a request to the Data
Fiduciary to obtain information and any other information related to the personal data
of such Data Principal and its processing, under sub-section (1) of section 11;

(n) the manner in which a Data Principal shall make a request to the Data
Fiduciary for erasure of her personal data under sub-section (3) of section 12;

(0) the period within which the Data Fiduciary shall respond to any grievances
under sub-section (2) of section 13;
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(p) the manner of nomination of any other individual by the Data Principal
under sub-section (1) of section 14;

(g) the standards for processing the personal data for exemption under clause (b)
of sub-section (2) of section 17;

(r) the manner of appointment of the Chairperson and other Members of the
Board under sub-section (2) of section 19;

(s) the salary, allowances and other terms and conditions of services of the
Chairperson and other Members of the Board under sub-section (1) of section 20;

(t) the manner of authentication of orders, directions and instruments under
sub-section (1) of section 23;

(u) the terms and conditions of appointment and service of officers and
employees of the Board under section 24;

(v) the techno-legal measures to be adopted by the Board under sub-section (1)
of section 28;

(w) the other matters under clause (d) of sub-section (7) of section 28;

(x) the form, manner and fee for filing an appeal under sub-section (2) of
section 29;

(y) the procedure for dealing an appeal under sub-section (8) of section 29;

(z) any other matter which is to be or may be prescribed or in respect of which
provision is to be, or may be, made by rules.

41. Every rule made and every notification issued under section 16 and section 42 of
this Act shall be laid, as soon as may be after it is made, before each House of Parliament,
while it is in session, for a total period of thirty days which may be comprised in one session
or in two or more successive sessions, and if before the expiry of the session immediately
following the session or the successive sessions aforesaid, both Houses agree in making
any modification in the rule or notification or both Houses agree that the rule or notification
should not be made or issued, the rule or notification shall thereafter have effect only in
such modified form or be of no effect, as the case may be; so, however, that any such
modification or annulment shall be without prejudice to the validity of anything previously
done under that rule or notification.

42. (1) The Central Government may, by notification, amend the Schedule, subject to
the restriction that no such notification shall have the effect of increasing any penalty
specified therein to more than twice of what was specified in it when this Act was originally
enacted.

(2) Any amendment notified under sub-section (1) shall have effect as if enacted in
this Act and shall come into force on the date of the notification.

43. (1) If any difficulty arises in giving effect to the provisions of this Act, the Central
Government may, by order published in the Official Gazette, make such provisions not
inconsistent with the provisions of this Act as may appear to it to be necessary or expedient
for removing the difficulty.

(2) No order as referred to in sub-section (1) shall be made after the expiry of three
years from the date of commencement of this Act.

(3) Every order made under this section shall be laid, as soon as may be after it is
made, before each House of Parliament.

44. (1) In section 14 of the Telecom Regulatory Authority of India Act, 1997, in
clause (c), for sub-clauses (i) and (ii), the following sub-clauses shall be substituted,
namely:—

Laying of
rules and
certain
notifications.

Power to
amend
Schedule.

Power to
remove
difficulties.

Amendments
to certain
Acts.
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“(i) the Appellate Tribunal under the Information Technology Act, 2000;

(ii) the Appellate Tribunal under the Airports Economic Regulatory Authority
of India Act, 2008; and

(iii) the Appellate Tribunal under the Digital Personal Data Protection
Act, 2023.”.

(2) The Information Technology Act, 2000 shall be amended in the following manner,
namely:—

(a) section 43A shall be omitted;

(b) in section 81, in the proviso, after the words and figures “the Patents
Act, 19707, the words and figures “or the Digital Personal Data Protection Act, 2023”
shall be inserted; and

(c) in section 87, in sub-section (2), clause (ob) shall be omitted.

(3) Insection 8 of the Right to Information Act, 2005, in sub-section (1), for clause (j),
the following clause shall be substituted, namely:—

“(j) information which relates to personal information;”.
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THE SCHEDULE
[See section 33 (1)]
SI.No.  Breach of provisions of this Act or rules made thereunder Penalty

1) ) ©)

1 Breach in observing the obligation of Data Fiduciary to ~ May extend to two
take reasonable security safeguards to prevent personal hundred and fifty
data breach under sub-section (5) of section 8. crore rupees.

2. Breach in observing the obligation to give the Board or ~ May extend to two
affected Data Principal notice of a personal data breach hundred crore
under sub-section (6) of section 8. rupees.

3. Breach in observance of additional obligations in relation May extend to two
to children under section 9. hundred crore

rupees.

4, Breach in observance of additional obligations of May extend to one
Significant Data Fiduciary under section 10. hundred and fifty

crore rupees.

5. Breach in observance of the duties under section 15. May extend to ten

thousand rupees.

6. Breach of any term of voluntary undertaking accepted by =~ Up to the extent
the Board under section 32. applicable for the

breach in respect
of which the
proceedings under
section 28 were
instituted.

7. Breach of any other provision of this Act or the rules May extend to fifty

made thereunder.

crore rupees.

DR. REETAVASISHTA,
Secretary to the Govt. of India.
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
NOTIFICATION
New Delhi, the 13th November, 2025

G.S.R. 846(E).—— Whereas draft of the Digital Personal Data Protection Rules, 2025 were published,
as required under sub-section (1) of section 40 of the of the Digital Personal Data Protection Act, 2023 (22
of 2023), vide notification of the Government of India in the Ministry of Electronics and Information
Technology vide number G.S.R. 02 (E), dated the 3" January, 2025, in the Gazette of India, Extraordinary,
Part I1, Section 3, Sub-section (i), dated the 3" January, 2025, inviting objections and suggestions from all
persons likely to be affected thereby, before the expiry of the period of forty-five days from the date on which
copies of the Official Gazette containing the said notification were made available to public;

And whereas copies of the said Official Gazette were made available to the public on the 3 January,
2025;

And whereas objections and suggestions were received from the public in respect of the said draft
rules have been considered by the Central Government;

Now, therefore in exercise of powers conferred by sub-sections (1) and (2) of section 40 of the Digital
Personal Data Protection Act, 2023 (22 of 2023), the Central Government hereby makes the following rules,
namely: —

1. Short title and commencement. — (1) These rules may be called the Digital Personal Data Protection
Rules, 2025.

(2) Rules 1, 2 and 17 to 21 shall come into force on the date of their publication in the Official Gazette.
(3) Rule 4 shall come into force one year after the date of publication of this Gazette.

(4) Rules 3, 5 to 16, 22 and 23 shall come into force eighteen months after the date of publication
of this Gazette.

2. Definitions. — (1) In these rules, unless the context otherwise requires, —
(a) “Act” means the Digital Personal Data Protection Act, 2023 (22 of 2023);
(b) “techno-legal measures” means as referred to under rules 20 and 22;

(c) “user account” means the online account registered by the Data Principal with the Data Fiduciary, and
includes any profiles, pages, handles, email address, mobile number and other similar presences by means of
which such Data Principal is able to access the services of such Data Fiduciary; and

(d) “verifiable consent” means a consent as specified in rule 10 or 11.

(2) The words and expressions used in these rules and not defined, but defined in the Act, shall have the same
meanings respectively assigned to them in the Act.

3. Notice given by Data Fiduciary to Data Principal. —The notice given by the Data Fiduciary to the Data
Principal shall—

(a) be presented and be understandable independently of any other information that has been, is or may
be made available by such Data Fiduciary;

(b) give, in clear and plain language, a fair account of the details necessary to enable the Data Principal
to give specific and informed consent for the processing of her personal data, which shall include, at
the minimum, —

(i) an itemised description of such personal data; and

(i) the specified purpose or purposes of, and specific description of the goods or services to be
provided or uses to be enabled by, such processing; and
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(c) give, the particular communication link for accessing the website or app, or both, of such Data
Fiduciary, and a description of other means, if any, using which such Data Principal may—

(i)  withdraw her consent, with the ease of doing so being comparable to that with which
such consent was given;

(ii)  exercise her rights under the Act; and

(iii) make a complaint to the Board.

4. Registration and obligations of Consent Manager. — (1) A person who fulfils the conditions for
registration of Consent Managers set out in Part A of First Schedule may apply to the Board for registration
as a Consent Manager by furnishing such particulars and such other information and documents as the Board
may publish in this behalf on its website.
(2) On receipt of such application, the Board may make such inquiry as it may deem fit to satisfy itself
regarding fulfilment of the conditions set out in Part A of First Schedule, and if it—

(a) is satisfied, register the applicant as a Consent Manager, under intimation to the applicant, and

publish on its website the particulars of such Consent Manager; or
(b) is not satisfied, reject the application and communicate the reasons for the rejection to the applicant.

(3) The Consent Manager shall have obligations as specified in Part B of First Schedule.

(4) If the Board is of the opinion that a Consent Manager is not adhering to the conditions and obligations
under this rule,it may, after giving an opportunity of being heard, inform the Consent Manager of such non-
adherence and direct the Consent Manager to take measures to ensure adherence.

(5) The Board may, if it is satisfied that it is necessary so to do in the interests of Data Principals, after giving
the Consent Manager an opportunity of being heard, by order, for reasons to be recorded in writing,

() suspend or cancel the registration of such Consent Manager; and

(b) give such directions as it may deem fit to that Consent Manager, to protect the interests of the Data
Principals.

(6) The Board may, for the purposes of this rule, require the Consent Manager to furnish such information
as the Board may call for.

5. Processing of personal data for provision or issue of subsidy, benefit, service, certificate, licence or
permit by State and its instrumentalities. — (1) Processing the personal data of a Data Principal under this
rule shall be done following the standards specified in Second Schedule.

(2) In this rule and the Second Schedule, the reference to any subsidy, benefit, service, certificate, licence or
permit that is provided or issued—

(a) under law shall be construed as a reference to provision or issuance of such subsidy, benefit,
service, certificate, licence or permit in exercise of any power of or the performance of any
function by the State or any of its instrumentalities under any law for the time being in force;

(b) under policy shall be construed as a reference to provision or issuance of such subsidy, benefit,
service, certificate, licence or permit under any policy or instruction issued by the Central
Government or a State Government in exercise of its executive power; and

(c) using public funds shall be construed as a reference to provision or issuance of such subsidy,
benefit, service, certificate, licence or permit by incurring expenditure on the same from, or with
accrual of receipts to, —

(i)in case of the Central Government or a State Government, the Consolidated Fund of India or
the Consolidated Fund of the State or the public account of India or the public account of
the State; or
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(ii) in case of any local or other authority within the territory of India or under the control of
the Government of India or of any State, the fund or funds of such authority.

6. Reasonable security safeguards. — (1) A Data Fiduciary shall protect personal data in its possession or
under its control, including in respect of any processing undertaken by it or on its behalf by a Data Processor,
by taking reasonable security safeguards to prevent personal data breach, which shall include, at the
minimum, —

(@)
(b)
(©)
(d)

(€)

(f)
(9)

appropriate data security measures, such as securing of personal data through encryption,
obfuscation, masking or the use of virtual tokens mapped to that personal data;

appropriate measures to control access to the computer resources used by such Data Fiduciary or
such a Data Processor, wherever applicable;

visibility on the accessing of such personal data, through appropriate logs, monitoring and review,
for enabling detection of unauthorised access, its investigation and remediation to prevent recurrence;
reasonable measures for continued processing in the event of confidentiality, integrity or availability
of such personal data being compromised as a result of destruction or loss of access to personal data
or otherwise, such as by way of data-backups;

for enabling the detection of unauthorised access, its investigation, remediation to prevent recurrence
and continued processing in the event of such a compromise, retain such logs and personal data for
a period of one year, unless compliance with any law for the time being in force requires otherwise;
appropriate provision in the contract entered into between such Data Fiduciary and such a Data
Processor, wherever applicable, for taking reasonable security safeguards; and

appropriate technical and organisational measures to ensure effective observance of security
safeguards.

(2) In this rule, the expression “computer resource” shall have the same meaning as is assigned to it in
Information Technology Act, 2000 (21 of 2000).

7. Intimation of personal data breach. — (1) On becoming aware of any personal data breach, the Data
Fiduciary shall, to the best of its knowledge, intimate to each affected Data Principal, in a concise, clear and
plain manner and without delay, through her user account or any mode of communication registered by her
with the Data Fiduciary, —

(a)
(b)
(©)
(d)
(€)

a description of the breach, including its nature, extent and the timing of its occurrence;

the consequences relevant to her, that are likely to arise from the breach;

the measures implemented and being implemented by the Data Fiduciary, if any, to mitigate risk;
the safety measures that she may take to protect her interests; and

business contact information of a person who is able to respond on behalf of the Data Fiduciary, to
queries, if any, of the Data Principal.

(2) On becoming aware of any personal data breach, the Data Fiduciary shall intimate to the Board, —

(@)
(b)

without delay, a description of the breach, including its nature, extent, timing and location of
occurrence and the likely impact;

within seventy-two hours of becoming aware of the breach, or within such longer period as the
Board may allow on a request made in writing in this behalf, —

(i) updated and detailed information in respect of such description;
(ii) the broad facts related to the events, circumstances and reasons leading to the breach;

(iii) measures implemented or proposed, if any, to mitigate risk;
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(iv) any findings regarding the person who caused the breach;
(v) remedial measures taken to prevent recurrence of such breach; and

(vi) areport regarding the intimations given to affected Data Principals.

8. Time period for specified purpose to be deemed as no longer being served.—(1) A Data Fiduciary,
who is of such class and is processing personal data for such corresponding purposes as are specified in Third
Schedule, shall erase such personal data, unless its retention is necessary for compliance with any law for the
time being in force, or, for the corresponding time period specified in the Third Schedule, if the Data Principal
neither approaches such Data Fiduciary for the performance of the specified purpose nor exercises her rights
in relation to such processing.
(2) At least forty-eight hours before completion of the time period for erasure of personal data under this
rule, the Data Fiduciary shall inform the Data Principal that such personal data shall be erased upon
completion of such period, unless she logs into her user account or otherwise initiates contact with the Data
Fiduciary for the performance of the specified purpose or exercises her rights in relation to the processing of
such personal data.
(3) Without prejudice to sub-rules (1) and (2), a Data Fiduciary shall retain, in respect of any processing of
personal data undertaken by it or on its behalf by a Data Processor, such personal data, associated traffic data
and other logs of the processing for a minimum period of one year from the date of such processing, for the
purposes as specified in the Seventh Schedule, after which the Data Fiduciary shall cause such personal data
and logs to be erased, unless further retention is required for compliance with any other law for the time being
in force or notified by the Government.

Ilustration.

Case 1: X, a Data Principal purchases an e-book on an e-book platform Y. Once delivery is
completed, the specified purpose of processing is served. The platform Y must retain the order details,
personal data, and logs of the processing (such as order confirmation, payment, and delivery events) for at
least one year from the date of the transaction, even if X deletes her account.

Case 2: X, a company engages a cloud service provider C as its Data Processor to host customer
records. X as the Data Fiduciary, is required to ensure that the C also retains the data and associated logs for
at least one year before erasure, unless any other applicable law requires a longer period.

9. Contact information of person to answer questions about processing.— Every Data Fiduciary shall
prominently publish on its website or app, and mention in every response to a communication for the exercise
of the rights of a Data Principal under the Act, the business contact information of the Data Protection Officer,
if applicable, or a person who is able to answer on behalf of the Data Fiduciary the questions of the Data
Principal about the processing of her personal data.

10. Verifiable consent for processing of personal data of child—(1) A Data Fiduciary shall adopt
appropriate technical and organisational measures to ensure that verifiable consent of the parent is obtained
before the processing of any personal data of a child and shall observe due diligence, for checking that the
individual identifying herself as the parent is an adult who is identifiable if required in connection with
compliance with any law for the time being in force in India, by reference to—

(a) reliable details of identity and age of the individual available with the Data Fiduciary; or

(b) details of identity and age, voluntarily provided —
(i) by the individual; or

(ii) through a virtual token mapped to such details, which is issued by an authorised entity.
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(2) In this rule, the expression—
(@) “adult” shall mean an individual who has completed the age of eighteen years;

(b) “authorised entity" shall mean —

(i)  an entity entrusted by law or by the Central Government or by the State Government with
the issuance of details of the identity and age or a virtual token mapped to such details; or

(i)  a person appointed or permitted by the entity specified under clause (i), for such issuance,
and also includes details of identity and age or token made available and verified by a Digital Locker
Service Provider;
(c) “Digital Locker service provider” shall mean such intermediary, including a body corporate or an
agency of the appropriate Government, as may be notified by the Central Government, in accordance
with the rules made in this regard under the Information Technology Act, 2000 (21 of 2000);

Ilustration.

Cisachild, P is a parent, and DF is a Data Fiduciary. A user account of C is sought to be created on
the online platform of DF, by processing the personal data of C.

Case 1: C informs DF that she is a child and declares P as her parent. DF shall enable P to identify
herself through its website, app or other appropriate means. P identifies herself as the parent and informs DF
that she is a registered user on DF’s platform and has previously made available her identity and age details
to DF. Before processing C’s personal data for the creation of her user account, DF shall check to confirm
that it holds reliable identity and age details of P and that P is an identifiable adult.

Case 2: C informs DF that she is a child and declares P as her parent. DF shall enable P to identify
herself through its website, app or other appropriate means. P identifies herself as the parent and informs DF
that she herself is not a registered user on DF’s platform. Before processing C’s personal data for the creation
of her user account, DF shall, by reference to identity and age details issued by an entity entrusted by law or
the Government with maintenance of the said details or to a virtual token mapped to the identity and age,
check that P is an identifiable adult. P may voluntarily make such details available using the services of a
Digital Locker service provider.

Case 3: P is opening an account for C and identifies herself as C’s parent and informs DF that she is
a registered user on DF’s platform and has previously made available her identity and age details to DF.
Before processing C’s personal data for the creation of her user account, DF shall check to confirm that it
holds reliable identity and age details of P and that P is an identifiable adult.

Case 4: P is opening an account for C and identifies herself as C’s parent and informs DF that she

herself is not a registered user on DF’s platform. Before processing C’s personal data for the creation of her
user account, DF shall, by reference to identity and age details issued by an entity entrusted by law or the
Government with maintenance of the said details or to a virtual token mapped to the identity and age, check
that P is an identifiable adult. P may voluntarily make such details available using the services of a Digital
Locker service provider.
11. Verifiable consent for processing of personal data of person with disability who has lawful
guardian. — (1) A Data Fiduciary, while obtaining verifiable consent from an individual identifying herself
as the lawful guardian of a person with disability, shall observe due diligence to verify that such guardian is
appointed by a court of law, or by a designated authority or by a local level committee, under the law
applicable to guardianship.
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(2) In this rule, the expression—
(@) “designated authority” shall mean an authority designated under section 15 of the Rights of Persons
with Disabilities Act, 2016 (49 of 2016) to support persons with disabilities in exercise of their legal

capacity;
(b) “law applicable to guardianship” shall mean, —

(i) in relation to an individual who has long term physical, mental, intellectual or sensory
impairment which, in interaction with barriers, hinders her full and effective participation in
society equally with others and who despite being provided adequate and appropriate support
is unable to take legally binding decisions, the provisions of law contained in Rights of
Persons with Disabilities Act, 2016 (49 of 2016) and the rules made thereunder; and

(ii) in relation to a person who is suffering from any of the conditions relating to autism, cerebral
palsy, mental retardation or a combination of such conditions and includes a person suffering
from severe multiple disability, the provisions of law of the National Trust for the Welfare
of Persons with Autism, Cerebral Palsy, Mental Retardation and Multiple Disabilities Act,
1999 (44 of 1999) and the rules made thereunder;

(c) “local level committee” shall mean a local level committee constituted under section 13 of the
National Trust for the Welfare of Persons with Autism, Cerebral Palsy, Mental Retardation and
Multiple Disabilities Act, 1999 (44 of 1999);

(d) “person with disability”” shall mean and include—

(i) anindividual who has long term physical, mental, intellectual or sensory impairment which,
in interaction with barriers, hinders her full and effective participation in society equally with
others and who, despite being provided adequate and appropriate support, is unable to take
legally binding decisions; and

(i) an individual who is suffering from any of the conditions relating to autism, cerebral palsy,
mental retardation or a combination of any two or more of such conditions and includes an
individual suffering from severe multiple disability and who, despite being provided
adequate and appropriate support, is unable to take legally binding decisions.

12. Exemptions from certain obligations applicable to processing of personal data of child. — (1) The
provisions of sub-sections (1) and (3) of section 9 of the Act shall not be applicable to processing of personal
data of a child by such class of Data Fiduciaries as are specified in Part A of Fourth Schedule, subject to such
conditions as are specified in the said Part.

(2) The provisions of sub-sections (1) and (3) of section 9 of the Act shall not be applicable to processing of
personal data of a child for such purposes as are specified in Part B of Fourth Schedule, subject to such
conditions as are specified in the said Part.

13. Additional obligations of Significant Data Fiduciary. — (1) A Significant Data Fiduciary shall, once
in every period of twelve months from the date on which it is notified as such or is included in the class of
Data Fiduciaries notified as such, undertake a Data Protection Impact Assessment and an audit to ensure
effective observance of the provisions of this Act and the rules made thereunder.

(2) A Significant Data Fiduciary shall cause the person carrying out the Data Protection Impact Assessment
and audit to furnish to the Board a report containing significant observations in the Data Protection Impact
Assessment and audit.
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(3) A Significant Data Fiduciary shall observe due diligence to verify that technical measures including
algorithmic software adopted by it for hosting, display, uploading, modification, publishing, transmission,
storage, updating or sharing of personal data processed by it are not likely to pose a risk to the rights of Data
Principals.

(4) A Significant Data Fiduciary shall undertake measures to ensure that personal data specified by the
Central Government, on the basis of the recommendations of a committee constituted by it, is processed
subject to the restriction that the personal data and the traffic data pertaining to its flow is not transferred
outside the territory of India.

(5) In this rule, “committee” means a committee constituted by the Central Government for the purpose of
this rule, which shall include officials from the Ministry of Electronics and Technology and may include
officials from other Ministries or Department of the Central Government.

14. Rights of Data Principals. — (1) For enabling Data Principals to exercise their rights under the Act, the
Data Fiduciary and, where applicable, the Consent Manager, shall prominently publish on its website or app,
or both, as the case may be, —

() the details of the means using which a Data Principal may make a request for the exercise of such
rights; and

(b) the particulars, if any, such as the username or other identifier of such a Data Principal, which may
be required to identify her under its terms of service.

(2) To exercise the rights of the Data Principal under the Act, she may make a request to the Data Fiduciary
to whom she has previously given consent for processing of her personal data, using the means and furnishing
the particulars required by such Data Fiduciary for the exercise of such rights.

(3) Every Data Fiduciary and Consent Manager shall prominently publish on its website or app, or both, as
the case may be, within a reasonable period not exceeding ninety days under its grievance redressal system
for responding to the grievances of Data Principals and shall, for ensuring the effectiveness of the system in
responding within such period, implement appropriate technical and organisational measures.

(4) To exercise the rights of the Data Principal under the Act, she may, in accordance with the terms of
service of the Data Fiduciary and such law as may be applicable, nominate one or more individuals, using
the means and furnishing the particulars required by such Data Fiduciary for the exercise of such right.

(5) In this rule, the expression “identifier” shall mean any sequence of characters issued by the Data
Fiduciary to identify the Data Principal and includes a customer identification file number, customer
acquisition form number, application reference number, enrolment 1D, email address, mobile number or
licence number that enables such identification.

15. Transfer of personal data outside the territory of India.— Any personal data processed by a Data
Fiduciary under the Act may be transferred outside the territory of India subject to the restriction that the
Data Fiduciary shall meet such requirements as the Central Government may, by general or special order,
specify in respect of making such personal data available to any foreign State, or to any person or entity under
the control of or any agency of such a State.

16. Exemption from Act for research, archiving or statistical purposes. —The provisions of the Act shall
not apply to the processing of personal data necessary for research, archiving or statistical purposes if it is
carried on in accordance with the standards specified in Second Schedule.

17. Appointment of Chairperson and other Members.— (1) The Central Government shall
constitute a Search-cum-Selection Committee, with the Cabinet Secretary as the chairperson and the
Secretaries to the Government of India in charge of the Department of Legal Affairs and the Ministry of
Electronics and Information Technology and two experts of repute having special knowledge or practical
experience in a field which in the opinion of the Central Government may be useful to the Board as members,
to recommend individuals for appointment as Chairperson.
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(2) The Central Government shall constitute a Search-cum-Selection Committee, with the Secretary to the
Government of India in the Ministry of Electronics and Information Technology as the chairperson and the
Secretary to the Government of India in charge of the Department of Legal Affairs, and two experts of repute
having special knowledge or practical experience in a field which in the opinion of the Central Government
may be useful to the Board as members, to recommend individuals for appointment as a Member other than
the Chairperson.

(3) The Central Government shall, after considering the suitability of individuals recommended by the
Search-cum-Selection Committee, appoint the Chairperson or other Member, as the case may be.

(4) No act or proceeding of the Search-cum-Selection Committee specified in sub-rules (1) and (2) of this
rule shall be called in question on the ground merely of the existence of any vacancy or absences in such
committee or defect in its constitution.

18. Salary, allowances and other terms and conditions of service of Chairperson and other Members.
—The Chairperson and every other Member shall receive such salary and allowances and shall have such
other terms and conditions of service as are specified in Fifth Schedule.

19. Procedure for meetings of Board and authentication of its orders, directions and instruments. —

(1) The Chairperson shall fix the date, time and place of meetings of the Board, approve the items of agenda
therefor, and cause notice specifying the same to be issued under her signature or that of such other individual
as the Chairperson may authorise by general or special order in writing.

(2) Meetings of the Board shall be chaired by the Chairperson and, in her absence, by such other Member as
the Members present at the meeting may choose from amongst themselves.

(3) One-third of the membership of the Board shall be the quorum for its meetings.

(4) All questions which come up before any meeting of the Board shall be decided by a majority of the votes
of Members present and voting, and, in the event of an equality of votes, the Chairperson, or in her absence,
the person chairing, shall have a second or casting vote.

(5) If a Member has an interest in any item of business to be transacted at a meeting of the Board, she shall
not participate in or vote on the same and, in such a case, the decision on such item shall be taken by a
majority of the votes of other Members present and voting.

(6) In case an emergent situation warrants immediate action by the Board and it is not feasible to call a
meeting of the Board, the Chairperson may, while recording the reasons in writing, take such action as may
be necessary, which shall be communicated within seven days to all Members and laid before the Board for
ratification at its next meeting.

(7) If the Chairperson so directs, an item of business or issue which requires decision of the Board may be
referred to Members by circulation and such item may be decided with the approval of majority of the
Members.

(8) The Chairperson or any Member of the Board, or any individual authorised by it,by a general or special
order in writing, may, under her signature, authenticate its order, direction or instrument.

(9) The inquiry by the Board shall be completed within a period of six months from the date of receipt of the
intimation, complaint, reference or direction under section 27 of the Act, unless such period is extended by
it, for reasons to be recorded in writing, for a further period not exceeding three months at a time.

20. Functioning of Board as digital office. — The Board shall function as a digital office, without prejudice
to its power to summon and enforce the attendance of any person and examine her on oath, may adopt techno-
legal measures to conduct proceedings in a manner that does not require physical presence of any individual.
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21. Terms and conditions of appointment and service of officers and employees of Board.— (1) The
Board may, with previous approval of the Central Government, appoint such officers and employees as it
may deem necessary for the efficient discharge of its functions under the provisions of the Act.
(2) The terms and conditions of service of officers and employees of the Board shall be such as are specified
in Sixth Schedule.
22. Appeal to Appellate Tribunal. — (1) Any person aggrieved by an order or direction of the Board, may
prefer an appeal before the Appellate Tribunal, it shall be filed in digital form as the Appellate Tribunal may
decide.
(2) An appeal filed with the Appellate Tribunal shall be accompanied by fee of like amount as is applicable
in respect of an appeal filed under the Telecom Regulatory Authority of India Act, 1997 (24 of 1997), unless
reduced or waived by the Chairperson of the Appellate Tribunal at her discretion, and the same shall be
payable digitally using the Unified Payments Interface or such other payment system authorised by the
Reserve Bank of India.
(3) The Appellate Tribunal—
() shall not be bound by the procedure laid down by the Code of Civil Procedure, 1908 (5 of 1908), but
shall be guided by the principles of natural justice and, subject to the provisions of the Act, may
regulate its own procedure; and

(b) shall function as a digital office which, without prejudice to its power to summon and enforce the
attendance of any person and examine her on oath, may adopt techno-legal measures to conduct
proceedings in a manner that does not require physical presence of any individual.

23. Calling for information from Data Fiduciary or intermediary. — (1) The Central Government may,
for such purposes of the Act as are specified in Seventh Schedule, acting through the corresponding
authorised person specified in the said Schedule, require any Data Fiduciary or intermediary to furnish such
information as may be called for, within the specified period as may be given in such.

(2) Where the disclosure of furnishing of information as referred to in sub-rule (1) is likely to prejudicially
affect the sovereignty and integrity of India or security of the State, the Central Government may require the
Data Fiduciary or intermediary to not disclose such furnishing to affected Data Principal or any other person
except with the previous permission, in writing, of the authorised person.

(3) For the purposes of this rule, the expression “intermediary” shall have the same meaning as assigned to

it in the Information Technology Act, 2000 (21 of 2000).

FIRST SCHEDULE
[See rule 4]
PART A
Conditions for registration of Consent Manager

1. The applicant is a company incorporated in India.

2. The applicant has sufficient capacity, including technical, operational and financial capacity, to fulfil its
obligations as a Consent Manager.

3. The financial condition and the general character of management of the applicant are sound.
4. The net worth of the applicant is not less than two crore rupees.

5. The volume of business likely to be available to and the capital structure and earning prospects of the
applicant are adequate.
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6. The directors, key managerial personnel and senior management of the applicant company are individuals
with a general reputation and record of fairness and integrity.

7. The memorandum of association and articles of association of the applicant company contain provisions
requiring that the obligations under items 9 and 10 of Part B are adhered to, that policies and procedures are
in place to ensure such adherence, and that such provisions may be amended only with the previous approval
of the Board.

8. The operations proposed to be undertaken by the applicant are in the interests of Data Principals.
9. Itisindependently certified that—

(a) the interoperable platform of the applicant to enable the Data Principal to give, manage, review and
withdraw her consent is consistent with such data protection standards and assurance framework as
may be published by the Board on its website from time to time; and

(b)appropriate technical and organisational measures are in place to ensure adherence to such standards
and framework and effective observance of the obligations under item 11 of Part B.

PART B
Obligations of Consent Manager

1. The Consent Manager shall enable a Data Principal using its platform to give consent to the processing
of her personal data by a Data Fiduciary onboarded onto such platform either directly to such Data Fiduciary
or through another Data Fiduciary onboarded onto such platform, who maintains such personal data with the
consent of that Data Principal.

Ilustration.

Individuals are enabled to give, manage, review and withdraw their consent to the processing of their
personal data through P, a platform maintained by a Consent Manager. X, an individual, is a registered user
on P. B1 and B2 are banks onboarded onto P.

Case 1:B1 sends a request on P to X for consent to process personal data contained in her bank account
statement. X maintains the bank account statement as a digital record in her digital locker. X uses P to directly
give her consent to B1, and proceeds to give B1 access to her bank account statement.

Case 2:B1 sends a request on P to X for consent to process personal data contained in her bank account
statement. X maintains her bank account with B2. X uses P to route her consent through B2 to B1, while also
digitally instructing B2 to send her bank account statement to B1. B2 proceeds to send the bank account
statement to B1.

2. The Consent Manager shall ensure that the manner of making available the personal data or its sharing
is such that the contents thereof are not readable by it.

3. The Consent Manager shall maintain on its platform a record of the following, namely:—
(a) Consents given, denied or withdrawn by her;
(b) Notices preceding or accompanying requests for consent; and
(c) Sharing of her personal data with a transferee Data Fiduciary.

4. The Consent Manager: —

(a) shall give the Data Principal using such platform access to such record;
(b) shall, on the request of the Data Principal and in accordance with its terms of service, make
available to her the information contained in such record, in machine-readable form; and
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(c) shall maintain such record for at least seven years, or for such longer period as the Data
Principal and Consent Manager may agree upon or as may be required by law.

5. The Consent Manager shall develop and maintain a website or app, or both, as the primary means
through which a Data Principal may access the services provided by the Consent Manager.

6. The Consent Manager shall not sub-contract or assign the performance of any of its obligations under
the Act and these rules.

7. The Consent Manager shall take reasonable security safeguards to prevent personal data breach.
8. The Consent Manager shall act in a fiduciary capacity in relation to the Data Principal.

9. The Consent Manager shall avoid conflict of interest with Data Fiduciaries, including in respect of their
promoters and key managerial personnel.

10. The Consent Manager shall have in place measures to ensure that no conflict of interest arises on account
of its directors, key managerial personnel and senior management holding a directorship, financial interest,
employment or beneficial ownership in Data Fiduciaries, or having a material pecuniary relationship with
them.

11. The Consent Manager shall publish in an easily accessible manner, on its website or app, or both, as the
case may be, information regarding: —

(a) the promoters, directors, key managerial personnel and senior management of the company
registered as Consent Manager;

(b) every person who holds shares in excess of two per cent. of the shareholding of the company
registered as Consent Manager;

(c) everybody corporate in whose shareholding any promoter, director, key managerial personnel or
senior management of the Consent Manager holds shares in excess of two per cent. as on the first
day of the preceding calendar month; and

(d) such other information as the Board may direct the Consent Manager to disclose in the interests
of transparency.

12. The Consent Manager shall have in place effective audit mechanisms to review, monitor, evaluate and
report the outcome of such audit to the Board, periodically and on such other occasions as the Board may
direct, in respect of—

(a) technical and organisational controls, systems, procedures and safeguards;
(b) continued fulfilment of the conditions of registration; and
(c) adherence to its obligations under the Act and these rules.

13. The control of the company registered as the Consent Manager shall not be transferred by way of sale,
merger or otherwise, except with the previous approval of the Board and subject to fulfilment of such
conditions as the Board may specify in this behalf.
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Note: In this Schedule, —

(a) the expression “body corporate” shall include a company, a body corporate as defined under
clause (11) of section 2 of the Companies Act, 2013 (18 of 2013), a firm, a financial institution, a
scheduled bank or a public sector enterprise established or constituted by or under any Central
Act, Provincial Act or State Act, and any other incorporated association of persons or body of
individuals;

(b) the expressions “company”, “control”, “director” and “key managerial personnel” shall have the
same meanings as are respectively assigned to them in the Companies Act, 2013 (18 of 2013);

(c) the expression “net worth” shall mean the aggregate value of total assets as reduced by the value
of liabilities of the Consent Manager as appearing in its books of accounts; and

(d) the expressions “promoter” and “senior management” shall have the same meanings as are
respectively assigned to them in the Companies Act, 2013 (18 or 2013).

SECOND SCHEDULE
[See rules 5(1) and 16]

Standards for processing of personal data by State and its instrumentalities under clause (b) of
section 7 and for processing of personal data necessary for the purposes specified in clause (b) of sub-
section (2) of section 17
Implementation of appropriate technical and organisational measures to ensure effective observance of the
following, in accordance with applicable law, for the processing of personal data, namely: —

(a) Processing is carried out in a lawful manner;

(b) Processing is done for the uses specified in clause (b) of section 7 of the Act or for the purposes
specified in clause (b) of sub-section (2) of section 17 of the Act, as the case may be;

(c) Processing is limited to such personal data as is necessary for such uses or achieving such
purposes, as the case may be;

(d) Processing is done while making reasonable efforts to ensure the completeness, accuracy and
consistency of personal data;

(e) Personal data is retained till required for such uses or achieving such purposes, as the case may
be, or for compliance with any law for the time being in force;

(f) Reasonable security safeguards to prevent personal data breach to protect personal data in the
possession or under control of the Data Fiduciary, including in respect of any processing
undertaken by it or on its behalf by a Data Processor;

(9) Where processing is to be done under clause (b) of section 7 of the Act, the same is undertaken
while giving the Data Principal an intimation in respect of the same and—

(i) giving the business contact information of a person who is able to answer on behalf of the
Data Fiduciary the questions of the Data Principal about the processing of her personal
data;

(i) specifying the particular communication link for accessing the website or app, or both, of
such Data Fiduciary, and a description of other means, if any, using which such Data
Principal may exercise her rights under the Act; and
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(iii) is carried on in a manner consistent with such other standards as may be applicable to the
processing of such personal data under policy issued by the Central Government or any
law for the time being in force; and
(h) Accountability of the person who alone or in conjunction with other persons determines the
purpose and means of processing of personal data, for effective observance of these standards.
THIRD SCHEDULE
[See rule 8(1)]
S. Class of Data . ¢
0. Fiduciaries Purposes Time period
) @ ®) 4)

1. | Data Fiduciary who
is an e-commerce
entity having not
less than two crore
registered users in
India.

For all purposes, except for the following:
(2) Enabling the Data Principal to access
her user account; and

Three years from the date on
which the Data Principal last
approached the Data Fiduciary
for the performance of the
specified purpose or exercise of
her rights, or the commencement
of the Digital Personal Data
Protection Rules, 2025,
whichever is latest.

(b) Enabling the Data Principal to access
any virtual token that is issued by or
on behalf of the Data Fiduciary, is
stored on the digital facility or
platform of such Data Fiduciary, and
may be used to get money, goods or
services.

2. | Data Fiduciary who
is an online gaming

For all purposes, except for the following:
(a) Enabling the Data Principal to

Three years from the date on
which the Data Principal last

intermediary having
not less than fifty
lakh registered users
in India.

access her user account; and

(b) Enabling the Data Principal to

access any virtual token that is
issued by or on behalf of the Data
Fiduciary, is stored on the digital
facility or platform of such Data

approached the Data Fiduciary
for the performance of the
specified purpose or exercise of
her rights, or the commencement
of the Digital Personal Data
Protection Rules,

2025, whichever is latest.
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Fiduciary, and may be used to get
money, goods or services.

3. | Data Fiduciary who | For all purposes, except for the following: | Three years from the date on

is a social media (a) Enabling the Data Principal to which the Data Principal last
intermediary having access her user account; and approached the Data Fiduciary
not less than two i L for the performance of the
. (b) Enabling the Data Principal to - .
crore registered . .| specified purpose or exercise of
. . access any virtual token that is .
users in India. her rights, or the commencement

issued by or on behalf of the Data
Fiduciary, is stored on the digital
facility or platform of such Data
Fiduciary, and may be used to get
money, goods or services.

of the Digital Personal Data
Protection Rules, 2025,
whichever is latest.

Note:In this Schedule, —
(a) “e-commerce entity” means any person who owns, operates or manages a digital facility or platform
for e-commerce as defined in the Consumer Protection Act, 2019 (35 of 2019), but does not include
a seller offering her goods or services for sale on a marketplace e-commerce entity as defined in the
said Act;

(b) “online gaming intermediary” means any intermediary who enables the users of its computer
resource to access one or more online games;

(c) “social media intermediary” means an intermediary as defined in clause (w) of sub-rule (1) of rule 2
of the Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021; and

(d) “user”, in relation to—

(i) an e-commerce entity, means any person who accesses or avails any computer resource of
an e-commerce entity; and

(ii) an online gaming intermediary or a social media intermediary, means any person who
accesses or avails of any computer resource of an intermediary for the purpose of hosting,
publishing, sharing, transacting, viewing, displaying, downloading or uploading information.

40
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FOURTH SCHEDULE
[See rule 12]
PART A

Classes of Data Fiduciaries in respect of whom provisions of sub-sections (1) and (3) of section 9 shall

not apply

,\?6. Class of Data Fiduciaries Conditions

1) @) ©)

1 A Data Fiduciary who is a clinical | Processing is restricted to provision of health services
establishment, mental health establishment | to the child by such establishment or professional, to
or healthcare professional. the extent necessary for the

protection of her health.

2. A Data Fiduciary who is an allied | Processing is restricted to supporting implementation

healthcare professional. of any healthcare treatment and referral plan
recommended by such professional for the child, to
the extent necessary for the protection of her health.

3. A Data Fiduciary who is an educational Processing is restricted to tracking and behavioural
institution. monitoring—

() for the educational activities of such institution;
or

in the interests of safety of children enrolled with

such institution.

4. A Data Fiduciary who is an individual in Processing is restricted to tracking and behavioural
whose care infants and children in a créche | monitoring in the interests of safety of children
or child day care centre are entrusted. entrusted in the care of such institution, créche or

centre.

5. A Data Fiduciary who is engaged by an | Processing is restricted to tracking the location of such
educational institution, créche or child care | children, in the interests of their safety, during the
centre for transport of children enrolled course of their travel to and from such institution,
with such institution, creche or centre. créche or centre.
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PART B
Purposes for which provisions of sub-sections (1) and (3) of section 9 shall not apply
S. .

No. Purposes Conditions

@) 2 ®)

1. For the exercise of any power, performance of | Processing is restricted to the extent necessary for
any function or discharge of any duties in the | such exercise, performance or discharge.
interests of a child, under any law for the
time being in force in India.

2. For providing or issuing of any subsidy, | Processing is restricted to the extent necessary for
benefit, service, certificate, licence or permit, | such provision or issuance.
by whatever name called, under law or policy
or using public funds, in the interests of a
child, under clause (b) of section 7 of the Act.

3. For the creation of a user account for Processing is restricted to the extent necessary for
communicating by email. creating such user account, the use of which is

limited to communication by email.

4. For the determination of real-time location of | Processing is restricted to the tracking of real-time
a child. location of such child, in the interest of her safety

and protection or security.

5. For ensuring that any information, service or | Processing is restricted to the extent necessary to
advertisement likely to cause any detrimental | ensure that such information, service or
effect on the well-being of a child is not | advertisement is not accessible to the child.
accessible to her.

6. For confirmation by the Data Fiduciary that | Processing is restricted to the extent necessary for

the Data Principal is not a child and | such confirmation or observance.
observance of due diligence under rule 10.

Note: In this Schedule, —

() “advertisement” shall have the same meaning as is assigned to it in the Consumer Protection Act,
2019 (35 of 2019).

(2) “allied healthcare professional” shall have the same meaning as is assigned to it in the clause (d) of
section 2 of the National Commission for Allied and Healthcare Professions Act, 2021 (14 of 2021);

(b) “clinical establishment” shall have the same meaning as assigned to it in the clause (¢) of section 2
of the Clinical Establishments (Registration and Regulation) Act, 2010 (23 of 2010);

(c) “educational institution” shall mean and include an institution of learning that imparts education,
including vocational education;

(d) “healthcare professional” shall have the same meaning as is assigned to it in clause (j) of section 2 of
the National Commission for Allied and Healthcare Professions Act, 2021 (14 of 2021);

(e) “health services” shall mean the services required to be provided by a healthcare professional as
referred to in clause (j) of section 2 of the National Commission for Allied and Healthcare Professions
Act, 2021 (14 of 2021); and

(F) “mental health establishment” shall have the same meaning as is assigned to it in clause (p) of sub-
section (1) of section 2 of the Mental Healthcare Act, 2017 (10 of 2017).
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FIFTH SCHEDULE
[See rule 18]
Terms and conditions of service of Chairperson and other Members

1. Salary. — (1) The Chairperson shall be entitled to receive a consolidated salary of rupees four lakh fifty
thousand per month, without the facility of house and car.

(2) Every Member other than the Chairperson shall be entitled to receive a consolidated salary of rupees four
lakh per month, without the facility of house and car.

2. Provident Fund. —The Chairperson and every other Member shall be eligible to contribute to the
Provident Fund of the Board, and the manner and terms and conditions applicable in this regard shall, mutatis
mutandis, be the same as those applicable to other officers and employees of the Board for their Provident
Fund.

3. Pension and gratuity. —The Chairperson and every other Member shall not be entitled to payment of
pension or gratuity for service rendered in the Board.

4. Travelling allowance.—(1) The Chairperson and every other Member, while on transfer to join the
Board, or on the expiry of her term with the Board for proceeding to her home town with family (including
in respect of journey undertaken by her and her family), or on tour within India, shall be entitled to journey
allowance, daily allowance and reimbursement of expense on transportation of personal effects at such scales
and rates as are applicable to an officer of the Central Government in the following level of the pay matrix,
namely:—

(@) level 17, in the case of the Chairperson; and
(b) level 15, in the case of every other Member.

(2) The Chairperson and every other Member may undertake tour outside India only in accordance with
guidelines or instructions issued by the Central Government, and in respect of such tour, she shall be entitled
to draw the same allowances as an officer of the Central Government, in the following level of the pay matrix,
is entitled to draw, namely: —

(@) level 17, in the case of the Chairperson; and

(b) level 15, in the case of every other Member.

5. Medical assistance. — (1) The Chairperson and every other Member shall be entitled to such medical
assistance as may be admissible to them under any group health insurance scheme of the Board for officers
and employees of the Board and their eligible dependants.

(2) If the Chairperson or other Member has retired from Government service, or from the service of a public
sector entity or a body corporate established by a Central Act, Provincial Act or State Act, and there are a
separate set of rules for the grant of medical assistance for such service, she may, in lieu of medical assistance
under sub-paragraph (1), opt to be governed by such rules.

6. Leave. — (1) The authority competent to sanction leave shall be the Central Government in respect of
the Chairperson, and the Chairperson in respect of any other Member.

(2) The Chairperson and every other Member may avail of such kinds of leave as are admissible to a
Government servant under sub-clause (i) of clause (a) and clause (b) of sub-rule (1) of rule 26, rules 27, 29,
30 and 40 to 43-C of the Central Civil Services (Leave) Rules, 1972 (hereinafter referred to as “Leave Rules”).
(3) Leave shall be subject to the conditions applicable to a Government servant under rules 7 to 11 and 22 to
25 of the Leave Rules, and the Central Government may, if satisfied that the operation of any of the said rules
causes undue hardship in a particular case, by order relax the requirements of that rule to such extent and
subject to such exceptions and conditions as it may consider necessary for dealing with the case in a just and
equitable manner.
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(4) The Chairperson and every other Member shall be entitled to casual leave to such extent as is admissible
to a Government servant under instructions issued by the Central Government.

(5) The Chairperson and every other Member shall be entitled to encashment of earned leave standing to her
credit, subject to such conditions and in like manner as are applicable to a Government servant under rule 38-
A, sub-rules (1) and (2) and sub-clauses (i) and (ii) of clause (a) of sub-rule (6) of rule 39, rule 39-A and rule
39-C of the Leave Rules, subject to the maximum extent of encashment under any of the said rules, other
than rule 38-A, being fifty per cent. of the earned leave standing to her credit.

7. Leave travel concession.—(1) Leave travel concession shall be admissible to the Chairperson and every
other Member in accordance with the provisions applicable to persons appointed to civil services and posts
in connection with the affairs of the Union of India under rule 3, clauses (a) and (d) of rule 4, rules 5 to 15
and rule 17 of the Central Civil Services (Leave Travel Concession) Rules, 1988, and the entitlement for such
concession shall be the same as is applicable to officers of the Central Government in level 17 of the pay
matrix in the case of the Chairperson, and to officers of the Central Government in level 15 of the pay matrix
in the case of a Member.

(2) The Chairperson and every other Member shall be eligible to avail of either leave travel concession to
home town or leave travel concession to any place in India in any period of two years from the date of
assumption of their office as a Member.

8. Other terms and conditions of service. — (1) The Chairperson and every other Member shall ensure
absence of conflict of interest in the performance of the functions of her office and shall not have any such
financial or other interests as are likely to prejudicially affect the performance of the functions of such office.
(2) The provisions contained in Part IV to Part IX of the Central Civil Services (Classification, Control and
Appeal) Rules, 1965, as applicable to an officer of the Central Government who is a member of a Central
Civil Services, Group ‘A’, shall apply, mutatis mutandis, to the Chairperson and every other Member.

(3) The Chairperson and every other Member shall not be entitled to any sitting fee for attending meetings
of the Board.

(4) The Chairperson and every other Member shall not be entitled to any sumptuary allowance.

(5) Any matter relating to the conditions of service of the Chairperson or any other Member, in respect of
which no express provision has been made in these rules, shall be referred to the Central Government for its
decision, and the decision of the Central Government on the same shall be final.

9. In this Schedule, “pay matrix” shall mean the pay matrix specified in Annexure I to the Central
Government’s Resolution published in the Official Gazette vide Notification no. 1-2/2016-IC, dated the 25"
July, 2016.
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SIXTH SCHEDULE
[See rule 21(2)]
Terms and conditions of appointment and service of officers and employees of Board
1. Classes of officials. — (1) The Board may, in accordance with the Fundamental Rules and applicable
guidelines issued by the Ministry of Personnel, Public Grievances and Pensions, Department of Personnel
and Training, appoint officers and employees on deputation from the Central Government, a State
Government, an autonomous body under the overall control of the Central Government or a State
Government, a statutory body, or a public sector enterprise, for a period not exceeding five years.
(2) The Board may also receive or take on deputation any officer or other employee from the National
Institute for Smart Government, for a period not exceeding five years, with salary and allowances guided by
market standards and on such other terms and conditions as the Board may decide.
2. Gratuity. —The officers and employees shall be entitled to payment of such gratuity as may be admissible
under the Payment of Gratuity Act, 1972 (39 of 1972).
3. Travelling allowance. —The travelling allowance payable to the officers and employees shall, mutatis
mutandis, be the same as those applicable to the officers and employees of the Central Government.
4. Medical assistance. —The officers and employees shall be entitled to such medical assistance as may be
admissible to them and their eligible dependants under any group health insurance scheme of the Board,
made with the previous approval of the Central Government.
5. Leave. — (1) The officers and employees may avail of such kinds of leaves as are admissible to a
Government servant under the Central Civil Services (Leave) Rules, 1972, subject to the conditions
applicable under the said rules, and shall be eligible for encashment of earned leave as provided therein.
(2) The officers and employees shall be entitled to casual leave to such extent as is admissible to a
Government servant under instructions issued by the Central Government.
6. Leave travel concession. — Leave travel concession shall be admissible to the officers and employees
appointed under clause (1) of paragraph 1, in accordance with the provisions applicable to persons appointed
to civil services and posts in connection with the affairs of the Union of India under the Central Civil Services
(Leave Travel Concession) Rules, 1988.
7. Other terms and conditions of service. — (1) The provisions of the Civil Service (Conduct) Rules, 1964
shall apply to the officers and employees in like manner as applicable to a person appointed to a civil service
or post in connection with the affairs of the Union of India under the said rules.
(2) The provisions contained in Part IV to Part IX of the Central Civil Services (Classification, Control and
Appeal) Rules, 1965 shall apply, mutatis mutandis, to the officers and employees appointed under clause
(1) of paragraph 1, in like manner as applicable to a Government servant under the said rules.
(3)Any matter relating to the terms and conditions of service of the officers and employees appointed under
clause (1) of paragraph 1, in respect of which no express provision has been made in these rules, shall be
referred to the Central Government for its decision, and the decision of the Central Government on the same
shall be final.
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Fiduciary or class of Data Fiduciaries as Significant
Data Fiduciary.

Ministry of Electronics and Information
Technology, as the Secretary in charge of the
said Ministry may designate in this behalf.
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SEVENTH SCHEDULE
[See rule 23(1) and 8(3)]

S. .

no. Purpose Authorised person

@) &) ®)

1 Use, by the State or any of its instrumentalities, of | Such officer of the State or of any of its
personal data of a Data Principal in the interest of | instrumentalities notified under clause (a) of
sovereignty and integrity of India or security of the | sub-section (2) of section 17 of the Act, as the
State. Central Government or the head of such

instrumentality, as the case may be, may
designate in this behalf.

2. Use, by the State or any of its instrumentalities, of | Person authorised under applicable law.
personal data of a Data Principal for the following
purposes, namely: —

(i) performance of any function under any law
for the time being in force in India; or
disclosure of any information for fulfilling any
obligation under any law for the time being in force
in India.
3. Carrying out assessment for notifying any Data | Such officer of the Central Government, in the

[F. No. AA-11038/1/2025-CLandES]
AJIT KUMAR, Jt. Secy.
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References:
Full DPDP Rules, 2025:

- https://www.meity.gov.in/static/uploads/2025/11/53450e6e5dcObfa85ebd78686cadad3 9.pdf

Full DPDP Act, 2023

- https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fb4f8fef35e82c42aa5. pdf

Disclaimer: This briefing has been prepared on the basis of open source information. For taking any decision in
context to the subject matter, pls refer to official sources.
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